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Windows sBnseTca 3apernctprpoBaHHO TOProBol Mapkow kopnopativ Microsoft.

Bce npoune Toprosble Mapku 1 06beKTbl aBTOPCKOrO MPaBsa, YKa3aHHble B JaHHOM PYKOBOACTBE ABAAKOTCA
3aKOHHOW COBCTBEHHOCTBIO CBOWX BNaAENbLEB.

PacnpocTpaHeHve n3MeHeHHbIX BepCuii JaHHOTO AOKyMeHTa 6e3 pa3pelleHmns BAajenblia aBTOPCKMX Npas
3anpeLyeHo.

PacnpocTtpaHeHe AaHHOrO AOKYMEHTa 1 ero MPOM3BOAHBIX B CTaHAAPTHOM BYMaxHOM BUAE B
KOMMEPUECKMX Liendx 3anpeLleHo 6e3 npeaBapmutesbHOro Cornacua Baaseblia aBTOPCKMX Npas.

AJOKYMEHTALWA MOCTABMAETCA KAK ECTb N NMPON3BOAMTE/ b OTKA3BLIBAETCA OT OTBETCTBEHHOCTIA 3A BCE
ABHBIE N1 NMOAPA3YMEBAEMBbIE YC/IOBUA, 3AABNEHNA M TAPAHTUIA, BKJIFOYAA JTKOBbIE TAPAHTIN
MNPUTOAHOCTM N3 KOHKPETHDBIX LIESIEN, KPOME C/TYHAEB, KOTAA TAKOW OTKA3 MPU3HAETCA FOPUAMNYECK M
HE3AKOHHBIM.
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Soft Touch n 3awmTa ot B31OMa
AMOpPTM3MpYHOLLas N1LIeBas CTOPOHA

MHE34O
B/IOKNPOBK I

|LED VIH,ZLVIKaTOpbwi

|Anq>aBMTHo—|_M¢pOBaﬂ Knaematypa

|BﬂOKI/I POBATb I
| I_IEPEKNOL-II/\TbI
|PA3E}'IOKI/IPOBATI:>I

|MHTerpMpOBaHHb|IZ kabens USB 3.1 :

BBeageHue

diskAshur? 310 NPOCTOM B MCMOAb30BaHMM, 6e30MacHbIM, annapaTHO 3aMPPOBAHHbIA XeCTKMIA AMCK eMKOCTbio A0 2Th.

MpPOCTO NOAKAOUMTE ero K INEKTPOMUTaHWUIO W CoeanTuTe C Mo nomMoLLpto kabensa USB 3.1 ¢ kommbroTepom v BBeaunTe
PIN-koa 13 7-15 undp. Ecav BBeseH BepHbIv PIN-KOA, AaHHbIe, XpaHALLMECA Ha Ancke ByayT pacluMppOoBaHbl 1 CTaHyT

AOCTYTHbBIMM. .
[ns Toro, utobbl 336/10KMPOBATL YCTPOMCTBO MPOCTO OTKAOUMTE diskAshur? ot KoMnbtoTepa. Bce conepxmmoe ancka

6yAeT 3almdpoBaHO (NoNHOe WndPOoBaHME) MCMOb3ya 256-6UTHOe annapaTHoe WindpoBaHe AES BOEHHOTO YpOBHS
(pexum XTS). Ecnm ycTpocTBO BbIN10 YKPaAeHO Uan yTepsaHo, nbo HeepHbIi PIN-koz 6bin BBeaeH 15 pa3 noapsa,
NPOM30MAET COPOC HACTPOEK, KNroY WKdpoBaHKa ByAeT yaaneH 1 BCa MHGOPMaLMA, XPaHMBLLAACA Ha Ancke ByaeT
noTepaHa 6e3 BO3MOXHOCTM BOCCTAHOBAEHMS.

OAHON K3 yHWKaNbHbIX 1 6a30BbIX GYyHKUMIA Be3onacHocT GDPR-COBMECTMMOrO AMcka, ABAAETCA CneLmanm3npoBaHHbIi
annapaTHbIM 3almLLeHHbIR Mrkponpoueccop (coBmectnM ¢ Common Criteria EAL4 +), B KOTOPOM MCMONB3YHOTCA
BCTPOEHHbIE MeXxaHW3Mbl GM3MUECKOW 3almTbl, NpeAHa3HauYeHHble A5 3aLiMTbl OT BHELLHEro BMellaTenbCTea, OOXOAHbIX
aTak M MHbeKUMiA. B otanume ot aHanoros, diskAshur? pearnpyet Ha aBTOMaTnyeckme ataky, aBTOMaTUUeCckn NEPEXOLs B
3aMOPOXEHHOE COCTOAHME BNOKMPOBKM, UTO AenaeT BCce NOAODOHbIe aTakm NONPOCTy becnonesHsimu. [OBOPA NPOCTbIM
A3blkoM, 6e3 PIN-koaa K BalUMM AaHHbIM He noaobpaTtbcsa!

KoMnnekrauus

1. TIpuson diskAshur? ¢ USB kabenem

2. DOmneraHTHbIN QYyTIAp SIS TPAHCIOPTUPOBKHU

3. PyKOBOJCTBO IO OBICTPOMY 3aITyCKY

www.istorage-uk.com
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1. CocTtosiHnsa nHgukatopa diskAshur?

|—|pl/1 NOAKJHOYEHHOM yCTpOlZCTBe CyLeCTBYET TPW BO3MOXHbIX COCTOAHNA CBETOBbIX
NHANKATOPOB, KOTOPbIE OMNMCaHbl B Ta6ﬂVILLe HIMXe.

KPACHbIN | 3ENEHLIN|TONTYEOWN |CocTosiHue ycTpoiicTBa
[opuTt BbIk BbIk Bo3BpaT K 3aBOACKMM HACTPOMKAM 1
fopuT [opuT foput | I'pybasa cnna?
['opuTt Bbik BbIK/1 Pexxum oxmnaaHms

1. B coctoammm "Bo3epart k 3aBOACKMM HaCTpolikaM" yCTpOiCTBO oxmaaet 3aaamms PIN-koaa aammuHmcTpatopa.
2. B coctoaHmm "Tpy6as cuna' yCTpoCTBO OXMAAET ACCTBMI NOb30BATENA MO 3aMpPOCy HOBbIX MOMLITOK BBOAA
PIN-koza.

3. B cocToaHmM "Pexm oxmaaHma" YCTpOMCTBO OxXmaaeT AeWCTBUIA No ero pa3bokMpoBKe, Nepexosy B

PEXNM aAMUHNCTPETOPa MK COPOCY HACTPOEK.

2. Kak nonb3oBartbcs diskAshur? B nepBbiv pas

Mo ymonuanumto B yctpoiictee diskAshur? ycraHosneH PIN-koa aamuHmctpatopa 11223344, HecmoTps Ha

TO, YTO YCTPOWMCTBO FOTOBO K MCMO/b30BaHMIO, Mbl HACTOATENIbHO peKoOMeHAyeM cpasy 3agaTbh
HoBbI PIN-kog agMuHucTpaTopa, ceays MHCTpykumam B pasaene 8 "3mereHne PIN-koaa
aAMuHMCTPaTopa”.

[na Toro, utobbl Pa3HNOKMPOBaTL YCTPOMCTBO MNPW NEPBOM MCMOAb30BaHWM C PIN-KOAOM MO yMOAYaHMIO
BbIMONHMTE 3 MPOCTLIX LLAra, ONMCaHHbIX B TabanLe HUXe.

MHcTpykuum - nepBoe ucnonb3oBaHme  MHaukatop CoctosiHMe MHamMkKaTopa

1. Moakntoumte ycrporictso k USB nopty
2.Beeante PIN-koa (o ymonyanumio - 11223344)

KPACHbI/ nHamkaTop ropuT B oxwmaanmn seoga PIN-koaa.

KPACHbIV MHAMKTOP NMPOAOAKAET FOPETH
SENEHBIA M TONYBEOV! MHAMKATOPBI NOOYEPEAHO
MUWIHYT HECKOJIbKO Pa3, MOC/e Yero 3aropuTca
rONYBOM WMHAMKATOP, 3aTeM BKAHOUNTCA
MUraroLLmit 3ESIEHBIV, KOTOPbIN CMEHUTCH
NOCTOAHHO ropamm 3EJTEHBIM nHankatopom

3.B Teuermne 10 cekyHA HaxXmMUTE KHOMKY

"PA3BJIOKUPOBATbL" oanH pas, utobsl
Pa3b10KMPOBaTh YCTPOMCTBO

= B

| MpuMeyeHume: kak TONBKO YCTPOUCTBO ByAeT yCreluHo pa3baokMpoBaHo, 3aroputcs 3E/EHBIA uHankatop v Gyaet
£0% % OcTaBaThCA B 3TOM MOJOXEHWM. YCTPOMCTBO MOXET 6biTh HEMEAEHHO 3a610KMPOBaHO NOCPEACTBOM OAHOKPATHOMO HaxaTs
kHonku “BITIOKUPOBATbL” 1160 knvika Ha MkoHke ‘be3onacHo n3baTb annapaTtHoe CpeAcTBO/VI3bATh' B Ballel
onepaLyoHHOW cucTeme. Bo 13bexeHre NoBpexaeHnsa AaHHbIX, PEKOMEHYEM MCMOb30BaTb BTOPOW Cnocob.
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3. Pa36nokupoBKa ycTponcrtsa
[NprBoA AISKASNUr= MOXET ObITb Pa3bN0KMPOBaH NOCPeACTBOM BBOAA PIN-KOAa aAMUHUCTPATOPA MM

No/b30BaTeNs, KOrAa YCTPONCTBO HAXOAMTCA B COCTOAHMM OXMAAHNA (ropuT KPACHbIV MHAMKATOP).

1. Y106bI pa3daokmMpoBaTh AMCK kak aaMMHUCTPaTOp, BBeanTe PIN-ko4 AGBMUHUCTpaTOpa 1 HaxMmuTe
kHomky “PA3B/IOKMPOBATL”.

2. YT06bI pa3baokmMpoBaTh AMCK Kak NONb30BaTENb, CHauana Haxmmte kHomky “PA3B/IOKMPOBATL”

(BCE MHAVKaTOPSI, HaYHYTb MWUraTb 1 NOracHyT), a 3aTem BBeaumTe PIN-KOZA nonb30BaTens v NOBTOPHO
HaXMUTE KHOMKY %E, MPOBATb“.

3. Ecam 6bin BeeaeH BepHbil PIN-koa, ob6a 3E/1EHBIA u [O/1YEOV uHamkatopsl ByayT NOOYEPEAHO MUraTh, a 3aTem
saropwrea 3E/IEHbLIV uHankaTop.

4. Ecnm 6bin BBeaeH BepHbiii PIN-Koa aaMmnHmcTpaTopa, oba 3EJIEHBIA 1 TONYBEOM MHAMKaTOPLI ByayT NooYepeaHO
MUraTh, 3aTeM Ha 1 cekyray 3aroputca [OJ1Y50V uHamkatop, a 3atem 3aroputcs 3E/1EHbBI WMHAMKATOP, MOKa3blBad,

YTO YCTPOWCTBO BbINO Pa3bNOKMPOBAHO.

5. Ecnm 6bin BBEAEH BepHbI PIN-KOA, Ha AMCMAel BbIBOAWTCA Ha3BaHWe ycTpoicTea “iStorage diskAshur2
USB Device” noa coobuyeqnem “Computer Management/De-vice Manager”.
B pa3b10KMPOBAHHOM COCTOAHMM (ropuT 3E/TEHbLIV MHAMKATOP) BO3MOXHbI 2 TUNa NOBEAEHUA MHAMKATOPOB, OMMCaHHbIE HUXE.

KPACHbIN | 3ENEHLIN | ronysoW | diskAshur DT2
Bbikn [oput Bbikn He mpoucxoant nepesayn AaHHbIX

Bblkn Muraet BbIkn [poncxoanT nepesada AaHHbIX

4. BnokupoBKa yCTpoOMUCTBa

Utobbl 3ab610kMpoBaTh NpuBos HaxmuTe kHonky “BIIOKUPOBATDL" 041K pa3 aMbo KAMKHITE Ha MKOHKY
'be3onacHo 1M3bATbL annapaTHoe CPeAcTBO/M3bATL' B Ballei onepaumoHHON cncteme. Ecam nponcxoamt
nepesaya AaHHbIX, JOXANTECH €€ OKOHYaHMA nepes 610KMPOBKOW. ECan Obln BKIKOUEH TarimMep
aBTODBNOKMPOBKM, TO YCTPONCTBO CaMOCTOATENBHO 3a010KMPYETCA MO UCTEYEHUI 33aHHOTO NEPUOAA
BPEMEHN.

( iA I'IpumeanMe: YCTPOWCTBO diskAshur2 He onpeaendaetca OC HaxOAACb B COCTOAHUU OXMAAHMA.
due,

5. Bxopa B pexum agMunHUcTpaTopa

BbinonHumte aiedyroume warn, YTOObI BOMTM B Peximm AAMVHWHCTPATOPa

\—/

1. B coctosHmm oxaammst (roput KFiACHbII/I @ | (PACHLIV MHAMKATOP MOFaCHET, HauHyT
MIHAVKATOP) HAXMUTE W YAEDXVBaNTE Credyiolliee - = gm |vvram SEJIEHBIA M TONIYBEOW MHAMKaTOpSI
couetarue kHonok ‘PA3BJIOKUPOBATDb + 1"

SEJIEHBIVI M TOJIYBOW vHAvKaTopb! ByayT ObICTPO M
CMHXPOHHO MWUraTtb B TeYeHne HECKONbKMX CeKyH,ﬂ,, 3aTeEM
2. Beeaute PIN-koa aammHmncTpaTopa (Mo yMo4aHuto - 3aropuTea 3E/EHBI MHAVKATOP, KOTOPbIN B UTOTE CMEHUTCH

m
11223344) 1 Haxwure kHorky “PASBIIOKUPOBATE" | g ™ M8 | nocrono ropmuit 1071631 wamcarop,

nokas3bisatowmii, uto diskAshur DT paboTaer B Pexwume
aAMMHUCTPaTOPA.

UTobbI BbINTM 13 PexunmMa aaMuHncTpaTopa, Haxmute kHonky ‘BIIOKUPOBATD".

www.istorage-uk.com
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6. W3meHeHune PIN-koga agmmnHucTpartopa

Tpebosanusa k PIN-koay:
e [nauHa ot 7 go 15 undp

® He J0XeH COCTOATb TONbKO M3 MOBTOPAROLMXCA Lndp. Mprmep: (3-3-3-3-3-3-3)

® He MOXeT cosepxaTb TONbKO NMocaeaoBaTenbHble Ldpbl. Mpumep: (1-2-3-4-5-6-7),
(7-8-9-0-1-2-3-4), (7-6-5-4-3-2-1)

CoserT: B kauectBe PIN-KOZa Bbl MOXETE MCMOJIb30BaTh 3aNOMMHaroLLeecs nms, dpasy mbo ntobyro
APYryro KOMOMHaLmO BykB 1 umdp. a5 3TOro Hy>KHO HaxaTb KHOMKY C COOTBETCTBYHOLLLEN BYKBOM.

Huxe npuBeaeHbl npuMepbl NoA06HBLIX andaBuTHO-UUdpoBbIX PIN-koaoB:

® YT1OObI BBECT CNOBO “PassSword” Hy>XHO HaxaTb CAesyroume KHOMKM:
7 (pars) 2 (abc) 7 (pars) 7 (pars) 9 (wxyz) 6 (mno) 7 (pqrs) 3 (def)

® YTtoObl BBECTM CNOBO “istorage” nocneaoBaTeNbHO HaxXMMaNTE:
4 (ghi) 7 (pgrs) 8 (tuv) 6 (mno) 7 (pars) 2 (abc) 4 (ghi) 3 (def)

V|CI'IO/'|I:>3yF| JlaHHbIY METOJ, Bbl CMOXETE CO34aTb A0CTAaTOUYHO ANMHHbLIE 1 NETKO 3anoMnHarowmneca PIN-kozb!.

x Mpumeyanue: KHonka "TIEPEK/TKOYMTB" MOXET MCNONb30BATLCS AN 3a4aHWUA AONONHNTENbHbIX
| kombuHauuii undp. MEPEKIMKOYUTD + 1 370 3HaueHWe oTamuHoe ot npocTo 1.

%% Yrobbl cozpats PIN-koa ncnonb3ys A0NONHUTENbHbIE KOMOWHALMKM HaxXMUTE U YAEPXKMBAKTE KHOTKY

"NEPEKNKOYUTDL" npn Beoge PIN-koza n3 7-15 undp. Hanpumep: TEPEKNTKOYUTD + 26756498.

Uto6bl n3meHnTsb PIN-koa agMuHMCTpaTopa cHavana nepeiante B “PexuMm agMUHUCTpPaToOpa’, BbINO/IHMB
Larv, ykasaHHble B pasaene 7. Kak Tonbko NpunBoA nepeiiaet B Pexxnum agMuHucTpartopa (ropmt
rONYEOM MHAMKATOP) BbINONHWUTE CAeayroline AeUCTBISA:

1. B PexxnmMe aagMMHUCTpaTOpa HaxkMunte 1 B | 1OCTOAHHO ropAWA F(?/WBOVI VIHAMKATOP .
yaepxvsaiite khonky “PA3BIOKUPOBATD + 2 a - - CMEHUTCA Ha MUTatoLLIA 3EJIEHBI 1 ropsawwmii
[OJ1YBEOVI nHamkaTtopebl
. KombuHauma murarowero 3E/IEHOIO v ropalero
2. Beeaute HoBbili PIN-kOA aagMmHmMCTpaTOPa U L B | o000 MHAMKATOPOB CMEHWTCA MUTAHOLLMM
Haxxmute kHorky “PA3BJIOKUPOBATD - = g | 2F/FHbIM, a 3aTem BHosb 3aropuca rONYE0M
NHANKETOP.
KombuHauma muratowero 3E/1EHOMO v ropswero
3. ﬂOBTOpHO BBEAMTE HOBbIMN PlN—KO,ZL s [OJTYBEOTO nankaTopoB CMEHUTCS BbICTPO MUTaHOLLIMM
=> BB [O/1YBbIM nHAMKaTOPOM, KOTOPbIN Yepe3 KOPOTKOE BPEMS
aAMMHMCTpaTOpa VM HaXMUTE KHOHKy m 3aropuTCA NOCTOAHHO, NMOKasbiBasd, uto PIN-koz
‘PASBINIOKUPOBATDL’ AAMMHUCTPATOPa BblA YCMeWHO Y3MeHeH.

www.istorage-uk.com
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7. YctaHoBka nonutukuu PIN-koga nonb3oBartens

ALMNHACTPATOP MOXET YCTaHOBUTL MOAMTUKY OrpaHuuenmnin ana PIN-koaa nons3osatens. Takas
NOAWTMKA BKAKOYAET B CebHA YCTaHOBKY MUHMManbHOM anvHbl PIN-koaa (o1 7 ao 15 umdp), a Takxe

obg3atesbHOCTL 'CneumnanbHoro cumBona'. “CrneumanbHbii CMMBOA” BBOAMTCA KOMBUHAaLMEN KHOMOK
TIEPEK/TKOYUNTD + umdpa’.

[ns Toro, utobbl ycTaHoBWTL NoanTHKy PIN-koza nonb3oBaTens (orpaHnyeHns) Tpebyetcsa BBeCTv 3 Lndpbl, Hanpumep
'091'. Mepebie ase undpsl (09) 3aaar0T MUHUMaNLHYRO anvHy PIN-koza (B aaHHOM cnydae, 9), a nocneaHss unepa (1)
yKa3bIBaET, UTO AOXeEH ObITb MCMOAb30BaH 'CnelpansHbld CUMBOA', APYTMMK CloBamn - codeTaHne TIEPEKITIOYUTD +
undppa’. Takmm xe obpasom, noamntuka PIN-koaa nons3oBatens MoxeT ObIThb yCTaHOBAEHa He3 HeobX0AMMOCTH
ncnonb3oeath 'CneumansHblid cumeon'. Hanpumep: 120', rae nepsble Ase umdpbl (12) onpeaensitoT MUHUMaNbHYHO ANHY
PIN-koza (8 saHHOM npumepe,12), a nocneansas umepa (0) o3Hauaet, uto CneunansHbii CUMBOA He ABAAETCH
0b6A3aTeNbHbIM.

Mocne TOro, kak aaMMHUCTPaTop ycTaHoBun noantuky PIN-koaa, k npumepy '091', aonxeH 6biTb CO3aaH HOBbIN
PIN-koz nonb3osatens. Ecam aammHncTpatop yctaHasavsaeT PIN-koa nonssosatens ‘247688314’ c o6a3atensHbIM
ncnonb3oeaHnem 'CneumnansHoro cumeona' (MEPEK/TKOYMTh+umbpa), TO 3TOT CUMBOA MOXET BbITh BCTABAEH B
nobom mecte BHyTpU PIN-koaa 13 7-15 umdp npu Beoae PIN-koaa nonb3oBaTens, kak nokasaHo B NpuMepe
ke, A. MEPEKMIOYATb+ 2,4, 7,6, '8, 8,3, "1, 4,

B. 2,'4 'NEPEKNKOYATbL +7,'6', '8, '8, '3, "1 '4,

C. 2,4.7,%,'8, 8,3, "1 NEPEKIMIOYUTDL + 4,

I NMpumeyeHus:

. ® Ecam npu co3aanum PIN-koaa nonb3oBaTens Obin Mcnoab3oBaH 'CheumnanbHblid CUMBOA', K MPUMEpY, Kak B
np1mMepe 'B' npreeaeHHOM BbiLLE, B TakOM C/ydae YCTPOWCTBO MOXET ObiTb Pa3bI0KMPOBAHO TONBKO
nocpeactsom BeeaeHus PIN-koaa co "CnieumansHbIM CUMBONOM" TOUHO B TaKOM MOPAJKE, Kak YKa3aHo B
npumepe 'B' soiwe - (2, '4', 'NEPEKNIOYUTbL + 7', '6', '8', '8','3', '1", '4).
® [lonb3oBaTenn UMetoT NpaBo M3meHaTb cBoW PIN-koa, HO oH 0653aTenbHO A0MKEH
cootBetcTBoBaTh Tlonntuke PIN-koaa nonb3oBatens' (orpaHnUeHWsM), eCav OHa
yCTaHOB/EHA.
® YcraHoBka HoBOW nonntukn PIN-kosaa nonb3oBaTens o3HadaeT aBToMaTM4eckoe yaaneHme
cyulectyrouiero PIN-koaa, ecnm oH 6bin 3aaaH.
® /[laHHas NOAUTMKa He pacnpocTpaHsaeTcsa Ha ‘camopa3spyLiaroumiics PIN-koa'. TpeboBaHums K
cnoxHoctn camopa3spywatollerocsa PIN-koaa v PIN-koaa agmmHmcTpatopa HemameHHb!l: 7-15 umdp,
cneuyanbHbIi CUMBON He 0bSA3aTeNeH.
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[Ansa T0ro, utobb! YCTHOBWTL NOAUTHKY PIN-KOAa Nonb3oBaTens, CHavana nepeliante B “‘Pexxmm agMMHUcTparopa’

BbIMONHMB AEMCTBMSA, ONMCaHHbIe B pasaene 5. Koraa ycTpoicTBo nepeiigeT B Pexxum agMuHucTpaTtopa (roput
FOIYBEOVI UHAMKATOP), BLINOAHUTE CEAYHOLLME AENCTBIS.

= FOIYEOV MHAMKATOP NPOAOIKMAT FOpeTh,
1. B pexume agMmHMCTpaTOpa HaxkmmTe 1 ° v
yzaepxugaiite kHonkn ‘PA3BIIOKUPOBATD + 7" B - o K HEMy A06aBUTCA MUTatOLLA SE/EHbIV
MHAMKATOP.
2. Beeante 3 umdpbl. BaxkHO MOMHKTL, UTO NepBbie aBe - = 3E/IEHbLIV VHAVKATOP MPOAOMXMUT MUraTh,
LMdPLI ONpesenaroT MUHUManbHyto AnnHy PIN-koaa, a - a FTONYBOM MHAMKATOP MPOAOAKAT
nocneaHss (0 uam 1) - 06a3aTensHO M Hannume m o P mp
CHeLmanbHOro CUMBOJIA. rOpPETb.
- KombuHaumsa murarowero 3E/IEHOMO m ropsero
] > W FONIYEOTO cmenmTca Ha ropawmii 3E/EHBIV, a
3. OAnH pas HaxmMuTe KHOTIKY HEPEKNOL‘MTb"f m 3aTeM Ha NOCTOAHHO ropaAwwmiA [O/1YE0M
WNHAMKATOP, NOKa3biBad, 4Tto noamtunka PIN-koaa
noNb30BaTeNs Obla YCrewHo yCTaHOBEHa.

8. Kak npoBeputb nonutuky PIN-koga nonb3oBaTtens

AAMVHWUCTPATOP MOXET NMPOBEPUTL YCTaHOBAEHHYHO NoanTuky PIN-koza noab3oBatens n onpeaennts orpaHnMyeHme no
MuHMManbHOM annHe PIN-koaa , a Takke HeobXxoAMMOCTb MCMONb30BaHNA CNeLmMansHOro CMMBOAAE, Habatoaas 3a
NOCNeA0BATENbHOCTLIO CUTHANOB CBETOBbLIX MHAMKATOPOB M OPUEHTUPYACH Ha TabauLy HUXe.

YT06bI NpoBepuTb NoanTiky PIN-koza, cHauana BoanTe B “PeXXnMmM agMUHUCTpaTopa’, BLIMOIHNB AeUCTBUS,

onucaHHble B paszaene 5. Koraa ycTpoicTeo nepeiaet 8 Pexum aamuHuctpatopa (roput [O/1YE0/
WHAMKATOP), BBINOAHUTE CAEeAyrOLLME ASACTBUA.

Fopawmn [OJ1YE0M nHankatop
cMeHnTCA Ha murarowme 3E/EHBIA 1
TOJ1YE0M uHamKaTopS

2. Haxxwmute kHorky ‘PA3BJIOKUPOBATDL’ 1 npou3oiiaeT creaytoulee:

l =~
[

1. B pexuvmMe aaMMHUCTpaToOpa HaxmmTe 1
yaepxwBaiite kHonku MEPEKNIOYUTDb (f) +7

a. Bce nnamkatopsl (KPACHbIV, 3EJIEHBIV u TOJ1YBOM) 3aropatcs Ha 1 cekyHay.

6. Kaxaoe muranme KPACHOIO nHamkaTtopa o3HauaeT aecsts (10) cumeonos PIN-koaa.

B. Kaxaoe muranume 3E/IEHOMO nHamkatopa o3Hadaet oamt (1) cumson PIN-koaa.

r. Muranme FOJ1YEOTIO nokasbIiBaeT 10, UTo "CneupanbHblid CUMBOA" ABASETCA 0DS3aTEbHbIM.
2. Bce nnavkatops! (KPACHBIV, 3E/IEHBIA n TON1YEOWM) 3aropsatca Ha 1 cekyHay.

e. 3aroputca [O/1YEOV nHamkatop.

Tabaula HWxXe ONMCbIBaET NOBEEHNE CBETOBbIX MHAMKATOPOB Npw Nposepke noauntikm PIN-koza nons3osatens.
K npumepy, ecam 6bin yctaHosaeH PIN-koa nonb3osatens n3 12 umdp ¢ obs3atenbHbIM cnelpanbHbIM
cumBonom, KPACHbI MHAMKaTop MurHeT oanH (1) pas, 3EJIEHBIV MurHeT aBa (2) paza, a 3aTemM OAMH pa3 MUTHET
CYIHIAVI uHAmkaTop, nokasbisas, YyTo CneumanbHbIM CUMBON 0643aTe/IbHO A0MKEH BbiTb MCMONb30BaH.

Onucanue PIN-kopa Ha6op u3 3 undp [ KPACHbIN 3ENEHbIN ronysomn
12-undposoit PIN-koa co CrneupanbHbIM CYMBOIOM 121 1 MUraHue 2 muranva | 1 murandme
12-undposoit PIN-koa 6e3 CreLpanbHoro cvMBona 120 1 Muranme 2 MUraHms 0
9-umdposolt PIN-koa co CreupansHbiM CUMBO/IOM 091 0 9 muraHmia | 1 muraxme
9-undposoii PIN-koz 6e3 CneLpnansHoro cumeona 090 0 9 MUraHm 0
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9. No6aBneHue HoBoro PIN-koaa nonb3oBaTens B pexume agMUMHUCTPaTopa

[na TOro, utobbl 406aBUTL HOBOTO MOL30BATENA CHAaYaNa BONAMTE B "PeXnM aaMMHUCTPaTOPa”,
BbIMOJIHMB AENCTBUA, ONMCaHHbIe B pa3aene 5. Koraa yCTponcTso nepenaer B Pexmnm aAMuHMCTpaTopa
(ropurt rONYeOM WHAMKATOP), BbINOAHUTE CeAyroLLMe AENCTBUA.

1. B pexuMme aaMMHWCTPATOPa  HaxmuTe
yaepxwBarite kHonku "PA3BJ/IOKVPOBATE" + 3

M

[ ]
B =

MoctosarHo ropawwmii [OJ1YEOV uHamkatop
CMEHUTCA Ha MuraroLmid 3E/IEHBIV 1 ropaLmii
FOIYBOV UHAMKATOPSI

2. BBeaute HoBbIN PIN-koz nonb3osatend u
HaxwmTte kHonky "PA3B/TOKMPOBATL"

KombuHaumsa muratowero 3E/IEHOIMO u ropawero
[OJIYBOI O MHAMKATOPOB CMEHWUTCA OANHOYHbBIM MUTaHWEM
SEJIEHOIO nHankatopa, 3ateM 3ENEHBIV MHAMKATOP
NPOACIXMT MuraTh, a [O/1YEOV ByaeT ropeTb NOCTOAHHO.

3. MosTopHO BBEAMTE HOBBLIN PIN-KOA NONB30BaTENS
1 HaxxmuTe kHorky “PA3SBINTIOKUPOBATD’

SENIEHBIV nHankaTop ByaeT BbICTPO MUraTb
HECKONBKO CEKYHA M CMEHUTCA Ha NOCTOAHHO
ropawwii [O/1YE0M MHavkaTop, NokasbiBas, uto

HoBbI PIN-Koz nosb30BaTeNa OblA YCNEWHO CO3/aH.

10. WameHeHme PIN-koaa nonb3oBaTens B pexume agMUHMCTpaTOpa

UT06bI M3MEHNTb CyllecTByroWmiA PIN-koA Nonb3oBaTens, CHavana BOMAMTE B "PexXnM aaMMHMCTpaTopa’,
BbIMNOJIHWMB AENCTBMA, ONMCaHHble B pasaene 5. Koraa yCTponCcTBO NepenaeTt B Pexunm aaMuHUCTpaTopa
(roput [OJIYEOV MHAMKATOP), BINOAHUTE CAedyroLLImMe AeNCTBUA.

1. B pexume agmuHUCTpatopa  Haxmute
yaepxugarite kHonku "PA3B/IOKMPOBATDL" + 3

4

(]
B =

MoctoaHHo ropawmii [O/1YEO0M uHamkaTop
CMeHWTCA Ha Murarowmit 3E/EHBIV 1 ropawmii
FONIYBEOV uHAamkaTops|

2. BeeauTe HoBbIN PIN-koA nonb3oBatens u
Haxmute kHonky "PA3B/IOKMPOBATBL"

KombuHaumsa muratowero 3E/1EHOTO w ropaulero
[OJ1YBOIO MHAMKATOPOB CMEHUTCA OANHOUHBIM MUTaHMEM
SEJIEHOIO nHamkatopa, 3atem 3ESIEHbIV NHAMKATOP
NPOAOIXMT MuraTh, a [O/1YEOV 6yaeT ropeTb NOCTOAHHO.

3. MNosTOpHO BBEAMTE HOBbIM PIN-KOZ Nonb30BaTENA
1 HaxxmuTe kHorky “PA3SBNIOKUPOBATbL’

SENEHBIV vHamkaTop ByaeT BbICTPO MUraTh
HECKONBbKO CEeKYHZ M CMEHUTCA Ha MOCTOAHHO
ropawwmii FO/1YEOM nHamkaTop, Nokasblsas, UTo
PIN-koa nonb3oBatens Obla ycnewHo M3MEHEH.

11. Ypanenue PIN-koga nonb3oBaTens B pexxume agMUHUCTPaTopa

UTobbl yaanuTe cywectByrolmin PIN-kKoa nonb3oBatens, CHauana BomamTe B "PexunM agMUHUCTpaTopa”,
BbIMONHMB AENCTBMSA, ONVCaHHble B pa3aene 5. Koraa yCTponcTBO nepenaet B PexunmM agMmHMCTpaTopa
(ropwt [OJIYEOVI HamKaTop), BEINONHWUTE CAeaytolme AeUCTBMSA.

1. B pexunme aaMUMHUCTPATOPa HaxMuTe W yaepXuBaiiTe

Fopawmin  [OJIYEOV  cMennTca  Ha

kHonku "MEPEK/IOUMTB" + 3, a 3aTemotnycTuTe. Il = I MuratoLii KPACHBIV uhamkarop
Muratowmin KPACHbBIV nHAMKaTOp CMEeHUTCS Ha
1. B pexume aAMUHUCTPATOPa HaxXMUTe 1 yAepXKuBaiiTe FOPALLWIA, @ 3aTeM Ha MOCTOAHHO rOPALLMIA
Il -

kHonku "MEPEK/TFOYNTE" + 3, a 3aTemoTnycTute.

rOJ1YBOW, nokassizas, uto PIN-koA nonb3osatens
Obl/1 YCMELWHO YAaNEH.
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12. YcraHoBka "Tonbko 4YTeHue" B pexume agMUHUCTpaTopa

BaxHo: Ecv faHHble Oblan TONBKO YTO CKOMMPOBaHbI Ha YCTPOMCTBO, ClesyeT CHauana OTKAUUTL ero
NpaBWbHbIM 0OPA30M OT ONEPALIMOHHOM CUCTEMBI KAMKHYB ‘Be30macHo 13bATh annapatHoe

du® CPeACTBO/M3bATL Nepes MOBTOPHbLIM MOAKAFOUEHWEM W YCTAHOBKOM pexunmMa ‘TobKo uTeHne/3atlmta ot
3anmcu’.

ECn agAMUHUCTPATOP 3anmcan COAEPXMMOE Ha YCTPOWCTBO M OTPaHNYmMa AOCTYN K HeMy (“TONbKO YTeHne"),
MONb30BATE b HE CMOXET M3MEHWNTL 3Ty HAaCTPOWMKY B PEXMME NOb30BaTA. [1d TOro, YtoOb! YCTaHOBKUTL "TONBKO

yTeHMe" CHavana nepenamte B "Pexmm aaMMHUCTPATOPA", BbINOAHMB AEMCTBMA, ONMUCaHHbIe B pa3aene 5.

Koraa ycTpoiicTeo nepeliaer B Pexum aamuHmnctpatopa (roput [O/1YE0) uHamkaTop), BbInoaHmuTe
cnesyrolme aencTBma.

TTOCTOARNO TOPALA | /1Y 50UV ViRAVKaTop

1. B pexvmMe aaMMHACTATOPa HAXMUTE 1 YAEpXMBaViTe | = : CMeHUTCA Ha muratolme 3E/EHBIV u TO/TYBEOM

kHonku “T + 6", (7=Tonbko + 6=Yrenve)

VNHANKATOPbI
KombuHaums muratoumx 3E/TEHOTO n TO/IYEOIO
2. OtnyctuTe KHOMKK "7 + 6" 1 HaxmuTe [ CMEHNTCA Ha  ropawmii 3E/1EHBIV, a 3aTem Ha nocTosHHO
KHOMKY "PA3B/TOKVPOBATbL" = Il ropatmii FO/1Y50/ MHaykaTop, NOKa3blBas, UTo PEXUM

"TONbKO YTeHWEe" Obl YCNEeWHO YCTaHOBEH.

13. Bknountb YTeHue/3annceb B pexmme agMUHUCTpaTopa

UTo0bI BKNOUMTL "YTeHne/3annck" Ha YCTPOWMCTBE, CHavana BoamTe B “Pexmm aammuHMcTpaTopa”,
BbINOIHMB AENCTBMA, ONVICaHHbIe B pa3aene 5. Koraa yCTpoUCTBO Neperaer B Pexunm agMmMHMCTpaTopa
(ropwut [OJIYEOV HAMKaTOpP), BEINONHWUTE CAeAytoLne AeUCTBMA.

[ocToaHHO ropawmn [ OJ1IYbOVI nHankaTop

1. B pexvMe aaMUMHUCTATOPa HaXMUTE U yaepXMBaiTe B . »
P . A P YASP B = cMmeHuTCA Ha Muratowme SE/TIEHBI n TO/IYEOM
kHonku “7 + 9", (7=Yrerne + 9=3anucs) (| UHAMKATODbI
KombuHaums muratoumx 3E/IEHOTO n TO/IYEOIO
2. Otnyctute KHomku "7 + 9" 1 HaxmuTe L I ropawmii 3E/IEHBIV, a 3aTem Ha NocToaHHO
kHorky "PA3B/TOKMPOBATL" e ropawwi [O/1YEOM uHAMKaTOp, NOKa3bIBas, UTo PEXUM

"YreHye/3anmnck" Obln YCNELWHO BKAKYEH Ha YCTPOMCTBE.

14. Kak co3gaTtb camopaspywarowmnca PIN-kog

OyKHUMA caMopa3pyLeHMs No3BonseT BaMm 3a4atb PIN-koz, KOTOpbIM MOXET BbITb UCMONb30BaH A8 CTUPaHMA BCEX LIMBPOBLIX
[aHHbIX, XPaHALIMXCA Ha yCTpolicTae. Ecam dyHKUMA akTMBHA, TO CaMOpa3pyLLIaoLWMIACS Naposib yAanuT Bce AaHHble,
PIN-koAbI agMUHUCTpaTOpa 1 Nonb3oBaTens, a 3aTeM Pa3b/oKMPYyeT YCTPOIACTBO. Korda AaHHas GYHKUMA aKTUBMPYeTCS,
camopa3pyuwatowmica PIN-koa aBTomatnyeckn ctaHoBUTCS HOBbIM PIN-kOA0M MONb30BaTENS M YCTPOMCTBO AOMKHO ObITh
pa3buTo Ha normyeckme 610kn 1 0THOPMATMPOBAHO Nepes TeM, Kak 3amnmcbiBaTb Ha HEro HOBbIE AaHHbIE.

[nsa Toro, utobbl co3aaTh camopaspywatowmincs PIN-koa cHayana nepenamnte B “Pexnm aaMUHUCTpaTopa”,
BbINO/IHMB AEVCTBMA, ONWCaHHble B pasgene 5. Koraa yCcTpoinCTBO nepeiaet B Pexmm aaMmHmncTparopa (roput
[OJIYBEOVI MHAMKETOP), BEINOAHUTE CeAytoLLiMe AeUCTBUA.

. [NoctoaHHo ropawmin [ OJ1YEOV nHamkatop

1. B pexime aAaMMAvICTaTopa HaxmyTe 1 yaepxvisaiiTe | = = CMEHWTCA Ha MuraroLmi 3E/1EHBIV n ropALLmM

kHornkv “PA3BJIOKUPOBATD + 6. <

— [OIYBOVI HANKATOPbI

2. Cos'ﬂ‘al}’ﬂ'e CaMOpa3pyLLIaFOLLI,I/H7ICFI PIN‘KO,E, n3 s s KombuHaumsa muratowero 3E/IEHOIMO v ropawero

7-15 s [OJ1YBOI'O MHAMKATOPOB CMEHNTCA OAVHOYHBIM MUraHViem
. '-U/]q)p N HaXMnTe K"’"OHKy o m SEJIEHOIO nHankatopa, 3atem 3EJIEHBIV nHamkatop

PA3BJIOKUPOBATb NPOAOMKUT MuraTh, a [ OJ1YE0M ByAeT ropeTb NOCTOAHHO.

= 3ENEHBIV mankatop 6yaeT BbicTpo MUraTh
3. MosTtopHo BBeanTe PIN-KOA Nosb30BaTeNs U n> QR | ECKIDKO CEKYHA M CMERMTCA Ha MOCTOAHHO
HaxMUTE KHOMKY “PA3ENIOKUPOBATDL’ o ropALMM FOHYBOMV WHAMKATOP, NMOKa3blBad, UTo
camopa3pyuwarouiniica PIN-koz 6611 ycnelwHo co3zaH,
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15. Kak ynanutb camopaspywatowmncsa PIN-koa

[na Toro, utobbl yaanuTb camopaspyLuatolmiica PIN-koz cHauana nepenante B “Pexxnm agMmHmcTpatopa’
BbINO/IHMB AEWCTBMA, ONWcaHHble B pasgene 5. Koraa ycTpoincTBO nepeiaet B Pexvm aaMmHmncTpatopa (roput
[OJIYBEOVI MHAMKETOP), BEINOAHUTE CNeAyroLLmMe AeUCTBUA.

1. B pexume aaMUHMCTaTOPa HaXMUTE 1 yaepXuBanTe - Fopswwmii [ OJ1YBOV nHamkatop cMeHnTCa
kHonky “MEPEKMOYUTD + 6. muratoym KPACHbBIM nHankaTopom
. Mwurarowmin KPACHbBIV nHankaTop CMEHUTCA Ha
2. [TOBTOPHO HaXMUTE W1 YAEPXMBATE KHOMKM = e E FOPALLAY, @ 3aTeM Ha NOCTOAHHO FOPALLMH
kHonkv “MEPEKNIOYANTDB + 6", [OJ1YBOW, nokasbiBas, Uto cCamopaspyLUuarowmica
PIN-KkOA OblN1 YCNELIHO YAANEH.

16. Kak pas6nokupoBaTb ¢ noMoLibo camopaspywaruwerocs PIN-koga

Ecm dyHKUMSA akTMBHa, TO CamMopa3pyLUatoLLMiAca Napob yaanuT Bce AaHHble, PIN-kogbl agMuHucTpaTopa
M Nnonb3oBaTens, a 3aTeM pa3bnokMpyeT yCcTpoicTBo. Koraa AaHHas GyHKLUMA akTUBMPYETCS,
camopaspyuwatoiimiics PIN-koa asTomatuuecky ctaHoBuTCS HOBbIM PIN-KOAOM Nonb30BaTens, a yCTponCTBO
NOJIXHO BbITb Pa3bUTO Ha Nornyeckme H10KM 1 OTHGOPMATUPOBAHO Nepe TeM, Kak 3amu1cbiBaTb Ha HErO HOBblE
JlaHHbIE.

YT106bI aKTMBMPOBATL MEXAHW3M CaMopa3pyLLeHMs HEOOXOAMMO NEPEBECTM YCTPOMCTBO B COCTOAHME OXMAAHUSA
(ropwt KPACHbI VHAMKATOP), @ 3aTeM BbINONHUTL CAeyroLIve AeCTBIA.

[
1. B cocTostHmMm oxuaaHms HaxmmTe - Bce uHavkatopb! (KPACHbIV, 3EJTEHBIV 1
KHOMKY ‘PASBJNTIOKUPOBATbDL’ FOﬂ}/BOVI) HaUHYT MUTaTb
&
. s Murarowme KPACHbIM, 3EEHBIV n TOSTYEOM
2. Beeante Balw CaMOpa3pyLUaroLmmncA MHAMKATOPbI CMEHATCH Ha NMOOYEPEAHO
PIN-koz v HaxmuTe KHOMKY BN => @ | wvurarowpe 3E/EHBIV M TOIYEOM uHAvKaTOpS|
“PA3BIIOKUPOBATbL’ - (ByayT muratb np1Mepo 15 cekyHa), a 3atem
3aropurca 3EJIEHBIV nHamkaTop
4 )
5 BaxHo: Ecam 661 akTMBMPOBaAH MexaHM3M CaMOpa3pyLLEHNS, BCe AaHHble, Karoy windposanma 1 PIN-koap!
I aZAMUHMCTPaTOPa/Monb30BaTens byayT yaaneHsl. Camopaspyatowmica PIN-kon aBTomaTuyeckm
e ctaHeT HoBbIM PIN-kogoM nonb3oBarens. Mocne akTnBaLMm MexaHn3ma camopaspylueHna PIN-kog
aAMMHUCTPaTOPa BoMblue He cyllecTyeT. CeayeT NPOM3eCTv NOAHbIN COpOC HacTpoek (CM. pasaen 26 Ha
cTp. 17 Kak BbINOAHUTL NOMHBIM COPOC) Nepes Tem, Kak co3aaTb HoBbil PIN-koz aammHmcTpaTopa co
\ BCEMM MpUBUAErMAMY, BKIKOUas cosaanme PIN-koaa nonb3osatens.

J
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17. Kax co3pnatb PIN-koa agMmuHucTpaTopa nocne atakm rpyooun cunbl unm copoca

Mocne ataku rpyboi cuibl Uamn cbpoca HaCTPOEK YCTPOMCTBa TpebyeTca co3aaTb HOBbIN PIN-koa agMUHKCTpaTOpa nepes Tem, Kak
YCTPOWVICTBO MOXET ObITh MCMOb30BaHO. EC/IM yCTPOICTBO 66110 NOABEPXXEHO MPK atake rpybow Cribl M Bbln BLINOAHEH NOAHBIA COpOC
HaCTpoeK, NepeBeauTe ero B coctosHme oxunaanus (roput KPACHbI nHankatop), utobel co3aats PIN-KOA aAMUHKUCTPATOPA, BbINOJHUB
cnesyroume AencTans:

Tpe6oBaHus k PIN-koay:

e [lavHa ot 7 ao 15 undp

® He A0O/MXeH COCTOATL TOIKO M3 MOBTOPAOLWMXCA Umdp. [pumep: (3-3-3-3-3-3-3)

® He MOXET cosepXaTb TONbKO nocneaoBaTensHble Undpsl. [Mpumep: (1-2-3-4-5-6-7), (7-8-9-0-1-2-3-4),
(7-6-5-4-3-2-1)

o Mpumeyanue: Knorka "TEPEK/TKOYMTB" MOXET MCNONB30BaTLCS A1 3a4aHWNA AONONHNTENBHbIX )
| kombunHaumii updp. MEPEKIMKOYUTD + 1 370 3HaueHWe oTamMuHoe oT npocTo 1.
S® 0 Yro6bl cosaath PIN-koA MCnonb3ys A0NOAHNTENbHBIE KOMBUHALIM HAXXMUTE 1 YAEPXMBANATE KHOMKY
\_ "MEPEKNKYUTDL" npu Beoae PIN-koaa 13 7-15 umop. Hanpuvep: MTEPEKITIOYUTD + 26756498. W,
1. B COCTOAHUM OXMAAHUSA HAKMUTE U - mm | FopAwmi KPACHbBIN ”Hﬂ”jKEaAEE'é“ﬁeOHV‘TC”
o y ” - COYeTaHMeM MUTaroLLEro 3 n
yaepxuanTte kHonku “TIEPEK/HOYMTD” + 1 B | [opsuiero FO/YBOTO HHANKATOPOB
2. BBe,LI,I/ITe HOBb||7| rnapo/ib s o= KombuHaumsa muratoero 3E/1EHOTO v ropsallero
- [OJIYBEOTO MHANKATOPOB CMEHWTCA OANHOYHBIM MUraHMEM
aﬂ'MMHMCTpaTOpa N HaXMuTe KHOHKy m m SENIEHOIO nHavkaTopa, 3atem 3ENEHBIN NHAMKATOP
‘PASBNTIOKUPOBATbL’ NPOAOIXMT MuraTh, a [O/1YEON ByaeT ropeTs NOCTOAHHO.
> Muraroumii 3EMEHBIA 1 ropawuii TOYEOV nhavkatops
3. HOBTOpHO BBEANTE HOBbIN [ ] CMEHATCA Ha BbICTPO MUraroLLmMi rONys0M NHAMKATOP
Mapo/ib aAMUHNCTPATOPA N HaXMUTE »—> [ | (byaeT Muratb HECKONbKO CEKYHZ), a 3aTeM 3aroputcs
« ” o roONyeOM MHAMKATOP, NMokasbieatk, 41O PIN-kOA
KHOMKY PA3BJIOKUPOBATb aZAMUHMCTPaTOPa Bbla YCNewHo 3a4aH.

18. HacTtpomnka Tanmepa aBTOOIOKMPOBKMU

B Lensax 3almThl OT HECAHKLMOHMPOBAHHOTO AOCTYMNa YCTPOMCTBO OCHALLEHO GyHKLUMel TaliMepa aBTOBNOKMPOBKM.
Ecnm HocKTENb HAaXOAMTCA B Pa3bIOKMPOBAHHOM COCTOAHMM, OH MOXET ObiTb aBTOMaTUYECKM 3aDN0OKMPOBaH Yepes
3aJaHHbIN NPOMEXYTOK BPEMEHN. 10 yMONYAHWIO TalMep aBTOONOKMPOBKM BbIKIKOUEH. VIHTEpBan AOCTYMHbIX
BPEMEHHbIX MPOMEXYTKOB Tal7IMepa 0T 5 20 99 MUHYT.

,ﬂ,flﬂ TOrO, YTOObI HACTPOUTL TaNMepP aBTO6J'IOKl/IpOBKI/I CHavana nepenante B “PexunM aaMMHUCTPATOPa”, BbINOAHMB
[eNCTBMA, ONUCaHHble B pazaene 5. Koraa ycTpoiicTso nepeiiaer B Pexum aaMmuHmctparopa (roput [OJ1YE0M
MHAMKATOP), BbINONHWUTE CAedyrolme AeNCTBUA.

1. B pexuiMe aaMUHICTPATOPa HaxMMTe 1 mm | Fopawmii FOJIYEOV cMeHMTCA Ha coYeTaHme
yAepxvBaiite kHorku “PA3BNIOKMPOBATH + 5" - - s Muratowero 3E/IEHOTOn ropsiero
[OJIYBOIO nHAKMKATOPOB

2. BeeauTe 3HaueHMe BpeMeHM s TaiMepa aBToBI0KMPOBKA. MUHUMANbHBIA MPOMEXYTOK: 5 MUHYT,
MakcuManbHbIA: 99 MuHyT (5-99 MUHYT). Hanpumep, BeeauTe:

05 ana 5 MuHyT

20 pnsa 20 MuHYT

99 ana 99 MuHyT

KombuHaums muratowmx 3E/IEHOTO u [TO/1YBOTO

- => W CMEHUTCA Ha ropﬂe.wﬁ 3ENEHBIV, a 3aTem Ha NOCTOAHHO
s ropawmii [ OJ1YEOVI nHavkaTop, NokasbiBas, YTo TalMep
aBTOBIOKMPOBKM BbIN YCNELIHO HAaCTPOEH.

3. Haxwmute kHonky “TIEPEK/IKOYNTL”
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19. BbiknioyeHne Tanmepa aBTOGIOKUPOBKU

[ns T0ro, UToObI BLIKNFOUMTL TaiMep aBTOBAOKMPOBKM CHauana nepenamre B “Pexmnm aaMmHmcTpaTopa’,
BbIMNO/IHWB AEVCTBMA, ONMMCaHHble B pasgene 5. Koraa yCcTporcTso nepeiaer B Peximm aaMmHmncTpatopa (roput
[OJIYBEOVI MHAMKETOP), BEINOAHUTE CNeayroLiMe AeUCTBUA.

1. B pexuMe aMUHICTATOPa HaxMMTe ¢ mm [Topawmn TOJIYBOV cmeHnTCa Ha coveTaHne
- . 5 = murarowero 3E/1IEHOOn ropawero FO/1IYE0M0
yaepxvBamnte kHomnku “PA3BJIOKINPOBATD + [ | iy O
o KombuHauma muratouimx 3E/ITEHOTO n TOJ1IYBOIO
2. Beeante umdpsl “00” 1 HaxxmuTe KHOMKY »> [ | cvencana ropawii 3E/IEHBIV, a 3aTem Ha nocTOAHHO
‘NEPEKNIOYANTL’ ] ropawi [O/1YE0 uHamkatop, nokasbisas, uto Taiimep
aBTODNOKMPOBKM OblN YCNELLHO BbIKIFOYEH.

20. Kak npoBepuTb Tanmep aBTOOITIOKMPOBKMU

ALMUHNCTPATOP MMeeT BO3MOXHOCTb MPOBEPUTL BKIKOUEH M TaliMep aBTODNIOKMPOBKM 1 ONPeAennTb, KakoM
BPEMEHHOM NPOMEXYTOK B HEM 3aZaH HabatoAas 3a NOCNeA0BaTENbHOCTLIO CUTHANOB CBETOBbIX MHAMKATOPOB,
OPUEHTUPYACH HA MPUBEAEHHYIO HUXE Tabanuy.

[na Toro, uTobbLI NPOBEPUTL TaMEP aBTOBNOKMPOBKM CHadana nepenante B “Pexmnm aaMuHUcTpaTopa”,

BbINO/IHWB AEVCTBIA, ONMcaHHble B pasaene 5. Koraa ycTpoicTBo nepeiaet 8- Pexmm aaMmMHmncTpatopa (roput
[OJIYBEOVI MHAMKETOP), BEINOAHUTE CNeaytoLLve AeNCTBMIA.

Fopawmii FTO/1YEOV] cMeHuTCa Ha coueTaHue
muratotero SE/IEHOT n ropawero FOJ1YBEOTO
MHAMKATOPOB

m- -
s

1. B pexxuvme aZAMUHMCTPATOPa HaxkMUTE 1
yaepxuaiite kHonku MEPEKIMIOYUTb (f) +5”

2. Haxxmute kHomnky “PA3BJIOKUPOBATDL", 10/XHO Npon30onTH CreayroLLiee:

a. Bce mHavkatops! (KPACHbBIV, 3ESIEHBIA 1 [O/1YEOV) 3aropsatcs Ha 1 cekyHay.
6. Kaxaoe muranne KPACHOIO nHankatopa o3HadaeT Aecsatb (10) MUHYT.

B. Kaxaoe muranue 3E/IEHOIO nHankaTopa o3HadaeT ogHy (1) MUHYTY.

r. Bce unamkatops! (KPACHbIN, 3E/IEHBIA 1 TO1YBEOV) 3aropsarca Ha 1 cekyHay.
A. 3aroputca [O1YE0V nHankatop.

B TabaumLe HuXe NoKa3aHO NoBeAeHVe CBETOBbIX MHAMKATOPOB MpY NPOBepKe TalimMepa aBTOOA0KMPOBKWU. Hanpumep, ecan
Bbl YCTaHOBWAM Taiimep yCTpolcTBa Ha 26 MuryT, KPACHbI nHavkaTop MurHet aga (2) pasa, a 3E/1EHBI nHankatop MurHer
wectb (6) pas.

Bpems Tanimepa KPACHbIWU | 3ENEHbIN
8 MVHYT 0 8 MUraHmin
15 MUHYT 1 Muranve | 5 muraHmn
26 MUHYT 2 MuraHvga | 6 MuraHumi
40 MUHYT 4 murasmg 0
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21. Kak pa36nokupoBatb ycTpoucTteo npu nomoium PIN-koga nonb3oBartens

1. B cocToaHum oxnaaHmns (roput KPACHbIV mm -> g | BcevHavkatop (KPACHbIW, 3ENEHBIN 1
nHankatop) Haxmute kHonky ‘PA3BNIOKUPOBATDL’ rONYsON) HAYHYT MUraTh
- Muratowme KPACHbIN, 3ENEHBIV 1 TOJ1YBEOM
_ NHAMKATOPbl CMEHATCA Ha NOOYepeHO MUraroLne
2. Beeaute PIN-koa nonesoBatens v Haxmure - B 3ENEHBIA M TONYBEOM nHavkaTtops! (ByayT MuraTh
KHOMKY ‘PA3BIIOKUPOBATDL’ npumMepo 15 cekyHa), a 3aTem 3aroputca 3E/IEHbBIN
[ MHAMKATOP, MOKa3blBas, UTo MPMBOA YCNeWwHO
pa3610KMPOBaH B PEXMME MONb30BATENS.

22. WU3meHneHnue PIN-koga nonb3oBaTensi B peXume nornb3oBaTens

Yto6bl 3meHnTs PIN-KOA nonb3oBaTens cHayana pasbaokmpyite ycTpoictao npu nomolum PIN-kosa nonb3osaTens kak

onucaHo soiwe B paszaene 21. Koraa ycrpoictso nepeliset 8 Pexum nonbaosatens (roput 3E/1EHLI/ uHankatop)
BbINOJHUTE CeayrolIne AeNCTBMA:

1 B DEXMME NOMbIOBATENA HAKMATE 1 B | Topawwi 3EJIEHBIA nHavkaTop cMerumTca
©P N . , | R = Ha coueTanune murarollero 3E/IEHOTO n
yaepxveante kHornkn ‘PA3BIIOKUPOATD + 4 [ ropawero [OJ1Y50T0 MHANKATOPOB
~ _ Coueterue muratowero 3E/IEHONO w ropawero [O/1YE0IO
2. BBe'ﬂ‘MTe HoBbI PIN KOA MONB30BATENA U = - = VMHAMKATOPOB CMEHUTCA OAMHOUHbIM MraH1eMm 3ENEHOTO
HaXMUTE KHOMKY ‘PASBIIOKUPOBATDL’ m @ |avkatopa,  a satem SEJIEHLIV wHavkatop  Gyaer

NPOAOIXaTb MUTaTh, a FONYEOW BHOBb 3aropuTbCA.

. CouetaHme muratowero 3E/IEHOIO w ropsauero
3. [loTOpHO BBEAMTE HOBbLIN PIN-koz FO/IYBEOIO MHAMKATOPOB CHaYana CMEHUTCA Ha

B
NONb30BaTENS U HAKMUTE KHOMKY = => [ | 6bicTpo l\/ll/lrarou_l,l/lﬁlu, a 3aTeM Ha NMOCTOAHHO
“PA3BIIOKUPOBATDL’ ropawwmi 3E/IEHbBIV nHankaTop, NoKasbiBas, yTo

PIN-koA nonb3oBatensa Obin YCNeLlHO 3MEHEH.
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23. YctaHoBKa "TonbKo YTeHue" B pexxume nonb3oBartens

BaxHo: Ecav AaHHble HblAM TOABKO UTO CKOMMPOBAHbI Ha YCTPOWMCTBO, CledyeT CHauana OTKKUUTb €ro

| NPaBWIbHbIM 0OPa30M OT OMepPaLMOHHOM CUCTEMbI KIVKHYB ‘Be30macHo 13bsATh annaparHoe
s CPEACTBO/M3bATL NEpe/ MOBTOPHbLIM MOAKIFOUEHWEM M YCTAHOBKOM pexnMa ‘ToNbKO uTeHwe/3almTta ot
3anmcy’.

[ns TOro, 4TO6bI YCTaHOBWTL "TOIBKO UTEHME" CHavana nepenamTe B "Pexmm noab3osatena’, kak
onucaHo B pasaene 21. Koraa ycTponctBo nepenaet B Pexxm nons3osatend (roput 3E/IEHbBIN
WHAMKATOP), BbINONHWTE CNeayroLive AeUCTBUA.

@ |fopawmii 3EIEH bl MHAMKATOP CMEeHMTCA Ha

= - coyeTanve murarowtero 3E/IEHONO v ropawero
[OJ1YEOIO nHAMKaTOPOB

CouveTtanue muratowero 3E/IEHOTO v ropaLiero

2. Ornyctute KHOMKW "7 + 6" 1 HaxmuTe . => @ |[©/YEOTO nHanKaTopoB CMERTCA Ha NOCTORHHO

kHonky "PA3B/IOKMPOBATbL" m ropsaui 3E/1EHBIA uHavkatop, nokassisas, uto

pexumM "ToNbKO YTeHwve" Bbl YCNEeLHO YCTaHOBAEH.

1. B pexumMe nonb3oBatens HaxmuTe 1 yaepxmanTe
kHomku ‘7 + 6”. (7=Tosbko + 6=Yterne)

o )
MpumeyeHus: 1. [laHHas ycTaHOBKa OyAET akTMPOBaHa Npw Cneayrollein pa3baoKMPOBKe HOCUTENS.
lJﬂ- 2. Ecnv "Tonbko uTeHme" yCTaHOBWA MOJb30BaN, aAMMHNCTPATOP MOXET COPOCUTL 3Ty YCTAHOBKY, BKAHOUMB
"UreHne/3annce" B pexmnMe aAMMHNCTPATOPA.

3. Ecv aAMUHKCTpaTOp YCTaHoBMA "TOMBKO YTeHME", MOAb30BaTENb HE MOXET YCTaHOBUTL "YTeHue/3anmnce".

\_ J

.

26. Bknrountb YUtTeHue/3anucb B pexnme nonb3oBaTens

[na Toro, 4tobbl BKIKOUMTL "YTeHme/3annck" CHavana nepenamte B "Pexmrm noab3oBartens”, Kak
onucaHo B pasaene 21. Koraa ycTponctBo nepeiaet B Pexxum nons3osatens (roput 3E/IEHbBIN
VHAVKATOP), BLINONHUTE CNeyroLLme AeUCTBUA.

1B o FopaAwwmi SEJIEHBIV nHanKaTop CMEHMTCA Ha
' pe>Kl/Il\ﬂe ﬂoﬂmeaTem HAXMATE 1 yACpXMBanTE [ R coyeTaHve muratollero 3E/IEHOMO v ropsulero
kHomku “T +9”. (7=L‘|TeHl/Ie + 9=3aHVICb) - rONYBEOO WHAMKaTOPOB
Couetanne murarouero 3E/IEHOTO n ropaLlero
2. Otnyctute KHomku "7 + 9" n HaxmuTe => @B |©/1YBOIOMHANKATOPOB CMEHWTCA Ha MOCTOAHHO
kHonky "PA3B/TIOKMPOBATBL" L) ropawwit 3E/1EHBIA MHankatop, NokasbiBas, uto
pexum "YreHne/3anuce” bl YCNeLWwHo akTMBUPOBAH.

4 )
Mpumeuenus: 1. laHHas ycTaHoBKa OyaeT akTMpOBaHa Npu ceayrollieit pa3baokmposke HOCKUTENA.
I_]}. 2. Ecnm "Tonbko uTeHre" yCTaHOBMA NOb30Baj, aAMUHUCTPATOP MOXET COPOCUTL 3Ty YCTAHOBKY, BKAOUMB
"YreHre/3anmce" B pexunmMe aMMHNCTPATOPA.
3. Ecm aaAMUHMCTRaTOpP YCTaHOBMA "TONbKO YTEHME", NONb30BaTENb HE MOXET YCTAHOBUTL "YTeHne/3anmce".
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25. 3awmuTa oT rpyoomn cunbil

Ec/m HesepHbIi PIN-kopa 6610 BBeAeH 15 (3 no 5 PIN-knactepos) pa3 noapsa, B Takom ciydae sce PIN-kozpl, ko
WrdbpoBaHMAa 1 BCe AaHHble 6yayT yaaneHbl 6e3 BO3MOXHOCTU BOCCTAHOBNEHUA. /115 TOro, UTobbl MCNONb30BaTh
YCTPOWCTBO CHOBa, €ro cneayeT pa3butb Ha normyeckme 610kM 1 OTHGOPMaTUPOBATD.

1. Ecom PIN-kop 6bin BBeseH HeBepHO 5 (nATh) pa3 Moapss, BCE CBETOBble MHAMKATOPbI -
KPACHbII, 3E/IEHBIV 1 TOJ1IYEOM noacsetaTes 1 6yayT ropeTs.

2. MNepemecTute nepekatoyatens nutaHmsa 8 nonoxerve BbIKIL, a 3atem cHoga Bo BKI ans nonyueHms natm
AononHnTensHbIx nonsitok BBoaa PIN-koga. Ecam PIN-kog 6611 BBeAeH HeBepHO elue 5 pas, (Bcero 10-58 ware 11 5 B ware
2), Bce uHamnkatopbl - KPACHbIV, 3E/IEHBIV v TO/1YEOM noaceeTatca u ByayT ropeTs.

3. Mepemectute nepekntouatens nutanua 8 nonoxeHve BbIKII, 3atem yaepxusas kHonky ‘TIEPEKITKOYEHMUE" cHoBa
BK/IKOUMTE MUTaHVE YCTPOMCTBA.

4. Korpa 3aropstcs Bce vHAvKaTopbl BeeamTe Koz, ‘47867243 Haxmute kHonky ‘PA3BIIOKUPOBATD”, utobbi noayumnts
NATb NOCNeAHWX MOMbITOK BBOZAA Napos.

: BHUMAHMUE: Mocne 15 HeyaauHbix nonbiTok BBoaa PIN-koAa akTVMBMpYeTCA MexaHK3M 3alluuTbl OT rpybolt cunbl, yaanas

I Bce PIN-kozbl, kntou LMdpoBaHna 1 AaHHble. MoTpebyeTtca co3aanune Hosoro PIN-koza, npouecc koToporo

dutull onucaH B pasgene 17 Ha ctpanuue 13 Kak cozgatb PIN-koa aamuHmcTpatopa nocne ataku rpybow cunbl
nav cbpoca", a camo YCTPOMCTBO BYAET Hy>XHO pa3buTb Ha Aormueckmne 6a0ku 1 oTbopMaTMpPOBaTh.

26. Kak BbINONMHUTbL NOJIHbIN COPOC HACTpPOEK

YT06bI BLINOAHUTL MOAHBINA COPOC HaCTPOEK, NepeseanTe NPUBOA B COCTOAHME oxuaanna (roput KPACHbIN
MHAMKaTop). [Mocne cbpoca HacTpoek yCTpoicTBa Bce PIN-KoAbl (AAMUHUCTPATOPA M MONb30BaTENEN), KIHOUM
WmdpPOoBaHWA 1 BCe AaHble ByayT yAaneHbl 6e3 BO3IMOXHOCTM BOCCTAHOBEHWS, @ CaMO YCTPOWCTBO
noTpebyeTca pa3dbuTb Ha norMyeckne HBAO0KM 1 OTGOPMaTMPOBATS.

UTObbI COPOCUTE HACTPOWMKM YCTPOMCTBA BbIMOHUTE CNeayrolme AeUCTBUA:

1. B COCTORHMM OXWAAHUA HAXMWTE U yaepXyBaiiTe B | fopauwmit KPACHBIVI nHankaTop cMernTCs Ha
kHonky“0" Noka Bce MHAMKATOPbLI HE MUTHYT m - nooYepesHoe MUraHme BCeX MHAMKATOPOB
nonepemMeHHo. mm | KPACHOIO, 3EJIEHOTO n TONYEOIO)

MNonepemerHo murarowme KPACHbBI, 3E/EHbIV
2. HaxmuTe n yaepxuBalite kHonkm “2 + 7" noka Bce 1 TOJIYEOM uHAMKaTOpLl MOACBETATCA Ha 1

a
VHAVIKATOPbI He NOACBeTATCA Ha 1 cekyHay, a 3aTem @8 => B | cexyHay, a 3aTem cHosa 3aroputca KPACHbIV
=

3aropucsa KPACHbLIV WMHAMKATOP. MHAMKATOP, MOKa3blBas, YTO COPOC HaCTpoeK
YCTPOWCTBA Obl YCNELIHO NPOV3BEAEH.

5 BAXHO: MNocne NoAHOro CHPOCa HacTPOEeK YCTPOMCTBa NoTpebyeTtcs co3aaHne Hoeoro PIN-koaa, mpouecc kotoporo
I onucaH B pasgene 17 Ha ctpanuue 13 ‘Kak co3aatb PIN-koa aamuHMcTpaTOpa nocae atakn rpyboin cunbl
do® namcbpoca”, a camo yCTPOMCTBO BYAET HY>KHO Pa3buTb Ha AormMueckmne 6a0km 1 0TGopPMaTMPOBaTL.
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27. UHnaumanusauma n coopmatmpoBaHme yCTpoUCTBa

Mocne ‘ataku rpyboM cuabl’ MaM MONHOMO COPOCA HACTPOEK YCTPOMUCTBA Oy AyT yAaneHbl BCe AaHHbIE,
KoY WMDPOBaHKMS, a Takke HaCTPOMKM pa3burBKM Ha norueckme 610k, MNepes AanbHENWMM
MCNOb30BaHMEM YCTPOMCTBa BaM TpebyeTcsa BbIMONHUTbL €r0 MHULMANM3aLmMIo 1 GopMaTMpoBaHume.
[1ns 3TOro BbINOAHUTE Cedyroume AeUCTBUS:

1. TloaknrounTe YCTPOMCTBO K KOMMBLOTEPY.

2. Cozpaite Hosblt PIN-koa aamuHucTpatopa. CmoTpute pasgen 17 Ha crtpanuue 13 ‘Kak

co3aatb PIN-koz aagMUHMCTpaTOpa Nocae atakm rpybor Cuibl namn cbpoca HacTpoek .
3. Y6eanwmch, UTO YCTPOWCTBO B COCTOAHMM OXMAAHMS (KPACHbH7| MHAMKaTOP) BBeAMTE HoBbIM PIN-kOA
aAMUHUCTPATOPa, UTOBbI pasbnokmposaTts ero (3E/1EHbIV uHavkaTop).

4, Windows 7: KnvkHyTb npaBoit kHonkolt Mblluv Ha KomnbloTep, 3ateM YnpaBneHue, 3atem BbiOpaTs YIpaBneHue AuckaMmu
Windows 8: KavikHyTb NnpaBoli KHOMKOW MbILLUM B NEBOM BEPXHEM Yry pabouero cTona v Bbibpats "YnpasneHve anckamu”
Windows 10: KnnkHyTb npaBoii KHOMKOM MbIlW Ha KHorke 'Tlyck", 3aTeM BbibpaTh YnpaBneHue auckamm.

5. B amanorosom OKHe."yI'IpBJ'IfHVIe KOMMbIOTEPOM" KNMKHWTE Ha YNpaBneHue AucKamu. B 41anoroBom okHe
"YnpasneHue amnckamu” diskAshure 6yaet oTobpaxkeH Kak HEM3BECTHOE YCTPOMCTBO, KOTOPOE He
NHULMANN3MPOBAHO U He pa3buTo Ha noruyeckme HA0KU.

( Py Mpumeyanume: Ecam otkpoetca amanorosoe okHo "3anyctub Disk Wizard", knvkHnte Ha OTMmeHa. )

6.  KamkHUTe NpaBoWi KHOMKOM MbllM Ha "HenssecTHbIN Anck”, Belbepute NyHKT "MHULma13nposaTh Anck'.

i
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7. B amanoroBoM okHe "MHuumanm3mposatb anck" Haxmmte OK.

¥ Z =l
Injtialize Disk (—x
You must infizlize & disk before Logical Disk Manzgercan access it

Select disks:
[E i

Usethe following pariition siyle for the selecied disks:
@ MBR (Master Boot Recond)
() GPT iGUID Parition Tabla}

Meote: The GPT partition atyle iznot recognized by all previous versions of
VWindows. Itis recommended for disks largerthan 2T8, or disks used on
tanium-based compliers.

[ ok | [ (Canes

8. KnmkHWTE NpaBoOM KHOMKOW MbILLK Ha NMyCcTOM 06nactu 1 Beibepute "HOBbIM NPOCTOM TOM".
OtkpoeTcs amanoroBoe okHo "/lobpo noxanosats B New Simple Volume Wizard".

r‘*m-n forples Yodome Woad = E_:ﬁ
Welcome to the New Simple
Vorlumne Wizand
Th svirwrd Pl 5 Semie @ e vokass o 9 S
i e e A 11§ e e
froomee o Vel
[_ it 1 Cancal

9. Haxwmute Oanee.

10.  Ecnm Bam HyXXeH TONbKO OAMH NOTMYeCcKmi 10K MPUMUTE €ro pa3mep no YMONUAHNIO
n HaxmuTe [danee.

11, HasHaubTe npusoay byksy Wam MyTb 1 HaxmuTe Hanee.
12.  Co3pawite MeTky TOMa, BbibepuTe "BbinonHNTb BbICTpOe dopMaTnpoBanme” 1 Haxmute danee.
13. Haxmute 3aBeplUnTDb.

14, TlopoxanTe, Noka 3aKOHUMTCA NpoLecc dopmatmpoBaHma. locne 3Toro yCTpomcTBo OyaeT
PaCMO3HaHO M rOTOBO K MCMONb30BAHMIO.
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28. YcTaHoBKa ycTpoucTBa Ha nnaTtdopme Mac 0S

MpvBOA diskAshur? 6bin otdopmMaTnpoBaH B darinosoi cucteme NTFS ansa ncnonbzosarma 8 OC Windows. Htobsbi

nepedopMaTMPOBaTh YCTPOMCTBO NOA GanNoByH CUCTEMY, COBMECTMMYHO C Mac BbINONHMTE OMMCaHHbIe HUXe
Aeﬁcmm.

Sl =

nyHkT Disk Utility n3 crnincka Applications/Utilities/Disk Utilities.

BT ) T - e P

. & e b = e Ay |
vt R s

Hx 1y)XKHO:
i e
KAoe YCTPOWMCTBO B 3TOM CI‘%CKG.OTO6 axaerca C ykasawyiem
anpunep ‘iStorage diskAshur DT< Media’ nn6o 232.9 diskAshur DT
-'i-:::"_‘:l a IS" g dlablamiuh Prod Wadia

2. KnukHute Ha kHorke ‘Erase’ (puc. 1).

L] s Sy

e T

h i iStarage diskAshur Fro2 Modia

Puc. 1

3. BBeauTe Ha3BaHWe yCcTpoicTBa (puc. 2). Mo ymonuaHuo ucnons3yetcs HassaHwe Untitled.
Ha3saHwue ycTpoicTBa byaeT oTobpaxaTbca Ha paboyem cTone.

= Erase “iStorage diskAshur PRO2 Media"?

Erasmg Storage diskashur Pro2 Media” will destroy of all
the tlata stored on it. Enter a name, choesea partition map

and fermat.
Name: |[dIsiAShur Fro2] |
Format: OS X Extended (Journaled) _@
Seheme  GUID Partition Map ﬁ

Cancel @

Puc. 2
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4. BriGepuTe cxeMy 1 GoOpMaT TOMa, KOTOPbI Gy/eT MCMOAL30BATLCA. B BbINagatoLLem Merto Volume Format (puc. 3) nepeuncieHsl
BCe A0CTyMHble GopMaThl, coBeCTUMble C naathopmoit Mac. PekomeHayembiin dopmat: ‘Mac 0S Extended (Journaled).’ B Bbinasarotiem
MeHro Scheme format otobpaskatoTcs AoCTyrHble cxeMbl (puc. 4). Mol pekoMeHayem vcnonbosate cxemy ‘GUID Partition Map’ ana
YCTPOV¥iCTB ¢ 06bemMoM Gosnee yem 2TB.

> =g

- e W e e

AP D T
o i Bl e e ||
e e
i [l L TS
Puc. 3
===  Frase“iStorage diskAshur Pro2 Media"?

E‘ Erazing "[Storage disk&zhur ProZ Medi” will destrovor all
the data stared on it. Enter & name, chooss a partition map
and format

Mame: | diskAshur Fir02
Format; 0SS X Extended (Journaled) ﬁ
Ly ¢ GUID Partition Map

Master Boot Record

Apple Partition Map E«:i‘

Puc. 4

5. Haxxmute ‘Erase’. Mporpamma Disk Utility otknroumt Tom o1 pabouyero ctona, COTpeT AaHHble U
CHOBa MOZAKKOUNT ero K paboyeMy CToSy.
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29. YcrtaHoBKa ycTpoucTBa Ha nnatdopme Linux (Ubuntu 14.04)

Ecam Balle yCTPOMCTBO 6bIIO MHMLMANM3MPOBAHO M OTdopMaTMpoBaHo B darnosoi cncteme NTFS ans Windows, Bbl cpa3sy
MOXeTe MCNoNb30BaTh ero Ha naatdopme Ubuntu. Ecan BO3HMKAM Mpobaembl, BbINOAHWUTE AENCTBUA, MPUBEAEHHbIE HUXE.

Utobbl otdopmatmposats diskAshur DT? B dalinosoit cncteme FAT:

1. Orkpoiire ‘Unity Dash’ vi Habepute ‘Disks’ B ctpoke nomcka. Buibepute ancnetuep ‘Disks, koraa oH oTobpasuTcs.

2. Knuknute Ha Ha3BaHum ycTpoiictea (500 GB Hard Disk), utobbl BoibpaTh ero B pasaene ‘Devices’. 3atem KaukHWTE Ha
MKOHKe C LecTepeHkamu nog pasaenom Volumes', a 3atem Bbibepute ‘Format.

180 IR i Dtk

3. Boibepute onumro ‘Compatible with all systems and devices(FAT)' 8 none ‘Type’. 3aTem BBeAnTE Ha3BaHKWe
YCTPOWMCTBa, HanpuMep: diskAshur?. 3aTem cHosa HaxmuTe kHorky ‘Format’.
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4. Ewe pa3 Haxmute ‘Format'.

0 e o tlie o wand be Fermal Lie solomet

Vi o e e veE e g g 1l T o A e [
P i v A P Ly

nTwiard frevizen

5. 3anyctutca npoLecc GopMaTvpPOBaHNA YCTPOMUCTBA.

6. Mocne ToOro, kak NpoUecc GOPMaTMPOBAHUA 3aBEPLUNTCS, KAMKHWUTE Ha | P, uTOBbl MOAKNOUUTE YCTPOMCTBO K CUCTEME.
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7. Tenepb NPUBOZA AOMKEH ObITb NOAKAOUEH K Ubuntu 1 roToB K MCMOb30BaHMIO.

8. OT0bpasnTCca MKoHKa AMCKa Kak MOKa3aHO Ha UANFOCTPaLMU HIXKE.
KNWKHWUTE Ha 3Ty MKOHKY, YTOBbI NONYUYMTL AOCTYN K AaHHBIM, XPaHALLMMCA Ha HOCUTENe.

BnokupoBka yctporcTtia Ha Linux (Ubuntu 14.04)
HacToaTenbHo pekoMerayeTcs 13BaekaTb (010KMpoBaTh) YCTPOMCTBO NOCPEACTBOM KAMKa MPaBoi KHOMKOM Mblum Ha ‘Safely

remove’ Ha pabouem ctone OC, B 0COBEHHOCTM eCm NPOU3BOAMAACH 3aMNWCh WAN YAANEHWNE AaHHbBIX.

www.istorage-uk.com




diskf£ishur? iStorage®

30 Cnawmn pexum, NpMocTaHOBKa MNM BbIXO4 M3 ONEepauMOHHOW CUCTEMbI

Ybeamtech B TOM, UTO Bbl COXPaHMAM 1 3aKpbIaW BCe Galifibl, PacnonoxXeHHble Ha diskAshur DT? nepes TeM, Kak
onepaLMoHHan cnctema nepenaeT B CRAWmi pexmm, byaeT MprMocTaHoBAeHa ee paboTa UK Bbl OCYLLECTBUTE BbIXOA
M3 CUCTEMBI.

PeKOMeH,ELyeTCﬂ 6ﬂOKl/IpOBaTb yCTpOVICTBO BPY4YHYHO, nepel TeM KakK onepaunoHHaa CcncTteMa HepeMeT B
CI‘IFILLI,I/IVI PEXNM, 6y£|,eT MNPUOCTaHOB/IEHa €€ pa6OTa NI Bbl BbIMOJ/IHUTE BbIXOA N3 HEE.

UTOObI BEINONHWTL BNOKMPOBKY MPOCTO HaxmuTe KHOMNKy ‘B/TOKINPOBATE' Ha camom ycTpoiicTee avbo
KIMKHYB Ha MKOHKY ‘be30nacHo 13bATb annapaTtHoe cpeacTBo/M3bATL' B Balel OnepaLyoHHOM
cmcreme.

[ BHUMAHMUE: Y106bI 06€CneunTb COXPaHHOCTb CBOMX AaHHbIX, EC/IN Bbl OTyYaeTeCh OT KOMMbIOTEPa
L= 6ropyiite diskAshur?

31. Kak npoBepuTb NPOLUMBKY B peXume agMUHUCTpaTopa

UTO6bI MPOBEPUTL PEBM3MOHHBIV HOMEP MPOLLMBKW YCTPOMCTBA CHavana nepeixuTe B8 “Pexum agMuHUcTpaTopa’,
BbINO/IHWB AEWCTBKS, ONMcaHHble B pasene 5. Ecnm Pexxnm agmmnuctpatopa aktveeH (roput FOJ1YEOV nHamkatop)
BbINONHWTE CleytoLine AecTBUIA.

1. B pexunmMe aaAMUHNCTpaTOPa HaxMmTe K - Fopawmii [O/1YE0M MHamkatop cMeHuTCs
yaepxwvBaiite kHomku “3 +8” noka 3E/1EHBI = murarowwmmm 3ESTEHBIM n [TOJ1YEbIM
FONIYEOV UHAMKATOPbI HE MUTHYT CUHXPOHHO. - MHAMKaTOPamMM

2. Haxxmute kHonky ‘PA3SBIIOKUPOBATD" 11 npovi3oiaeT creaytoLLee:

Bce nnamnkatopsl (KPACHbIA, 3E/IEHBIV 1 TO1YEOM) 3aroparca Ha 1 cekyHay.
. Muranma KPACHOT O nHamkaTopa 03Ha4atoT Leanyro 4acTb PEBM3MOHHOIO HOMepA.
. Muranuma 3EJIEHONO nHankaTopa 03HayaroT APOOHYH YacTb PEBU3MOHHOIO HOMEPA.
. Bee unamkatopsl (KPACHbBIN, 3E/EHBIA v TOJ1YEONV) 3aropatcs Ha 1 cekyray.
. 3aropwtea [OJ1YE0 uHavkaTop.

- W O

=

Hanpumep, ecim pesmn3moHHbIi Homep npowmskn 1.2, 1o KPACHbBI nHamkatop MurHeT oaun (1) pas, a
3EJIEHbBIN MHAMKATOP MUTHET ABa (2) pa3a. Kak ToNbko NocneA0BaTeNbHOCTb CUrHAA0B 3aBepLumTCs,
KPACHbIN, 3ESTEHBIV 1 TOJTYBEOW MHAMKATOPbI MUTHYT CUHXPOHHO, a 3aTeM 3aroputca [OJ1Y50 M
MHAMKATOP.
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32. Kak npoBepuTb NPOLUNBKY B peXXume norib3oBarens

UTO6bI MPOBEPUTL PEBM3NOHHBI HOMED MPOLLUMBKM YCTPOMCTBA CHayana nepelxmte B ‘Pexxnm nonb3osatens’,
BbINONHWB AEWCTBKS, OnMcaHHble B pasene 21. Ecam Pexnm agmmnucTpatopa aktmseH (roput 3E/IEHBI nHankatop)
BbINONHUTE CleaytoLLne AeNCTBUA.

1. B pexumMe nonb3oBatens Haxmure u = Fopawwmii SENEHbLIN nhavkatop
yaepxuBanTe kHomkm “3 +8” noka 3E/1EHbLIV 1 m = cMeHuTea Murarowmmm SEJIEHBIM n
FOJ1YBEOV UHAMKATOPbI HE MATHYT CUHXPOHHO. B | ronyvebiM VHAMKaTOpamMu

2. Haxxmute kHonky ‘PA3BJIOKUPOBATDL’ 1 npov3oiiaeT creaytoulee:
a. Bce nHamkatopsl (KPACHbIV, 3E/EHBIV  TO/1YEON) 3aropsatcs Ha 1 cekyHay.
6. Muranma KPACHOI O nHAamKaTopa 03Hau4atoT LUeayro YacTb PEBU3MOHHOIO HOMEpA.
B. Muranua 3E/IEHOIO nHamkaTopa 03Ha4aroT APOOHYH YacTb PEBU3MOHHOIO HOMEpa.
r. Bce mHavkatops (KPACHbBIV, 3E/EHBIA n [O/1YEO0V) 3aropatca Ha 1 cekyHay.
4. 3aropurca 3E/IEHBIN NHAMKATOP.

Hanpwmep, ecim pesr3noHHbI Homep npotwmskn 1.2', To KPACHbBIA nHankatop MurHeT oame (1) pas, a
3EJIEHbIN MHAMKATOP MUTHET ABa (2) pa3a. Kak ToAbKo Nocnes0BaTelbHO CMIHANOB 3aBEPLUMTCS,
KPACHbIV, 3ESTEHBI 1 [O1YEOW MHAMKATOPBI MATHYT CUHXPOHHO, a 3atem 3aroputca [O/1YE0M
UHAMKATOP.
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33. TexHMueckasa nogaepkKka

KomnaHms iStorage npesocTaBAsEeT BaM CiefytoLLie Noae3Hble MHPOPMaLMOHHbIE PECYPCHI:

OdunLmanbHbli canT iStorage:

hitps://www istorage-uk.com

E-mail 1na cBa3n:

support@istorage-uk.com

TexHWueckas noaaepxka Hallero TexHmudeckoro otaena: +44 (0) 20 8991-6260.
CneupanncTbl TexHudeckoro otaena iStorage pabotatot ¢ 9:00 ao 17:30 (Bpemsa puHBKMYA) C
NOHeAeNbHVKa MO MATHMLLY.

34. UHcpopmaums no rapaHtum n RMA

,U,ByXﬂeTHilil rapaHTus.

iStorage npeaoCTaBaAeT 2-1eTHIOK rapaHTUIO Ha AMcK iStorageAshur? Ha BO3MOXHble AedeKTb
MaTepManoB 1 MPOM3BOACTBA MNP YCIOBUM COBIOAEHMA BCEX MPABWI €ro 3KCMayaTaumm.
[apaHTMIHBIV CPOK HACTyNaeT C AaTbl MOKYNKW MO0 HEMNOCPEeACTBEHHO Yy MPOM3BOANTENS, MO0 Y
ero aBTOPM30BaHHOIO TOProBOTO MPEACTaBUTENS.

OTKa3 OT OTBETCTBEHHOCTU U YyCnoBus rapaHTuu:

TAPAHTWA AEMCTBYET C ZIATBI MOKYMKA W IOSIXKHA BbITh MOATBEPXAEHA YEKOM WM CYETOM-®AKTYPOW, TAE YKA3AHA AATbI MTPOAAXM
TOBAPA. ISTORAGE BE3 IONO/HUTENBHBIX 3ATPAT /1711 MOKYMNATEAA BLINOHAT PEMOHT UM 3AMEHY BPAKOBAHHbBIX AETAEM
HOBbIMW JINBO OTPEMOHTUPOBAHHBIMM 1 TOTOBBIMM K SKCINYATAUNN AETANAMW. BCE AETANIN W SANYACTM TOBAPA, 3SAMEHEHHBIE B
COOTBETCTBMM C HACTOALLEN TAPAHTUEN, CTAHOBATCA COBCTBEHHOCTBIO ISTORAGE. HACTOALLAA TAPAHTUA HE PACMIPOCTPAHAETCA
HA TOBAP, HE MPVOBPETEHHbIA HAMPAMYIO Y MPOW3BOANTENA JIMBO Y EFO ABTOPM3OBAHHOIO TOPFOBOIO MPEACTABUTENA, /IMBO B
C/IYYAE: 1.NMOBPEXAEHNSA, HEMPABUIBHOWM SKCMNYATALMM, OTKA3A M HEBO3MOXHOCTM COBMOAATE PEKOMEHAALIAN,
MPEAYCMOTPEHHBIE B HACTOAWEM PYKOBO/CTBE MO IKCMIYATALIMM: 2. MICMONb30BAHA 3AYACTEW, HE M3rOTOBEHHBLIX HA 3ABOAE
MPOM3BOAUNTENS; 3. MOANOUKALIMM TOBAPA; /I 4. B PE3YJIBTATE TEXHUYECKOTO OBC/TYXUBAHUA UM PEMOHTA IMLAMW, HE
ABTOPU3OBAHHbLIMIW ISTORAGE. IAHHAA TAPAHTIAA HE PACMIPOCTPAHAETCA HA ECTECTBEHHbIM M3HOC. KOMMAHMA ISTORAGE HE JAET
HVKAKX APYTVIX TAPAHTUI, ABHBIX WM MOAPA3YMEBAEMbIX, BK/IKOYAA /IFOBBIE TAPAHTW MPUTOAHOCTM A1 KOHKPETHbBIX LIE/ENA, B
OTHOLWEHWI TOBAPA W1 EFO YCTAHOBKW, MICMONB30BAHKA, SKCTINYATALMM, 3AMEHE V1 PEMOHTY. MO YC/IOBUAM HACTOALLEW
FAPAHTIV MPOU3BOAUTE /b HE HECET OTBETCTBEHHOCTM 3A JIKOBO C/TYHANHBIN, YMBILLNEHHBIM UM KOCBEHHBIA YUIEPE (B TOM
YUCE, MOTEPA AAHHDBIX), CBA3AHHBIM C MCMO/b3OBAHMEM UM OYHKLIMIOHMPOBAHMEM IAHHOTO TOBAPA.
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diskElshurs

User Manual
HDD & SSD Range

Available in four colours: Blue, Red, Green and Black

Please make sure you remember your PIN (password), without it there
is no way to access the data on the drive.

If you are having difficulty using your diskAshur? drive please contact our technical department by
email - support@istorage-uk.com or by phone on +44 (0) 20 8991 6260.
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Copyright © iStorage, Inc 2017. All rights reserved.

Windows is a registered trademark of Microsoft Cor oration.
All other trademarks and copyrights referred to are the property of their respective owners.

Distribution of modified versions of this document is prohibited without the explicit permission of the copyright holder.

Distribution of the work or derivative work in any standard (paper) book form for commercial purposes is prohibited unless prior permission is
obtained from the copyright holder.

DOCUMENTATION IS PROVIDED AS IS AND ALL EXPRESS OR IMPLIED CONDITIONS, REPRESENTATIONS AND
WARRANTIES, INCLUDING ANY IMPLIED WARRANTY OF MERCHANTABILITY, FITNESS FOR A PARTICULAR
PURPOSE OR NON-INFRINGEMENT, ARE DISCLAIMED, EXCEPT TO THE EXTENT THAT SUCH DISCLAIMERS ARE HELD TO BE LEGALLY INVALID
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All trademarks and brand names are the property of their respective owners [ | < B H
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Trade Agreements Act (TAA) Compliant
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Tamper Proof and Soft Touch
Shock Absorbent Facia

DESK LOCK
SLOT CONNECTION

| LED LIGHTS I
@ - Standby State/Locked
m' - User Mode/Unlocked
A - Admin Mode

| Alphanumeric Keypad

[LocK |
[SHIFT |
[UNLOCK |

| Integrated USB 3.1 Cable |

Introduction

The diskAshur? is an easy to use, ultra-secure, hardware encrypted portable drive with capacities of up to 2TB. Simply
connect the integrated USB 3.1 cable to any computer and enter a 7-15 digit PIN, if the correct PIN is entered, all data stored
on the drive will be decrypted and accessible. To lock the drive and encrypt all data, simply eject the diskAshur? from the
host computer and the entire contents of the drive will be encrypted (full disk encryption) using military grade AES 256-bit
hardware encryption (XTS mode). If the drive is lost or stolen and an incorrect PIN is entered 15 consecutive times, the drive
will reset, the encryption key will be deleted and all data previously stored on the drive will be lost forever.

One of the unique and underlying security features of the GDPR compliant diskAshur? is the dedicated hardware based secure
microprocessor (Common Criteria EAL4+ ready), which employs built-in physical protection mechanisms designed to defend
against external tamper, bypass attacks and fault injections. Unlike other solutions, the diskAshur? reacts to an automated
attack by entering the deadlock frozen state, which renders all such attacks as useless. In plain and simple terms, without the
PIN there’s no way in!

Box Contents

1. diskAshur? Drive with integrated USB Cable
2. Elegant Travel Case
3. Quick Start Guide
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1. diskAshur? LED States

When the diskAshur? is plugged in, there are three possible behaviours for the LED indicators as shown in the table below.

RED GREEN BLUE diskAshur? State
Solid Off Off Factory Reset !

Solid Solid Solid Brute Force

Solid Off Off Standby 3

1. In Factory Reset State, the drive is waiting for the operation to set up an Admin PIN.
2. In Brute Force state, the drive is waiting for an operation to get more PIN entry attempts.
3. In Standby state, the drive is waiting for an operation to unlock the drive, or enter Admin mode, or reset the drive.

2. How to use the diskAshur? for the first time

The diskAshur? is shipped with a default Admin PIN of 11223344 and although it can be used straight out of the box with
the default Admin PIN, for security reasons we highly recommend a new Admin PIN be created immediately by
following the instructions under section 6 ‘Changing the Admin PIN’.

Please follow the 3 simple steps in the table below to unlock the diskAshur? for the first time with the default Admin PIN.

Instructions - first time use LED LED State
1. Connect the diskAshur? to a USB port (] RED LED will be solid awaiting PIN entry
2. Enter Admin PIN  (default - 11223344) [ | RED LED remains solid
GREEN and BLUE LEDs will alternately blink
3. Within 10 seconds press the “UNLOCK” button once | &8 - several times and then to a solid BLUE LED
to unlock diskAshur? ] changing to a blinking GREEN and finally solid
GREEN LED

Note: Once the diskAshur? has been successfully unlocked, the GREEN LED will remain onand in a

£= solid state. It can be locked down immediately by pressing the “LOCK” button once or by clicking the ‘Safely
Remove Hardware/Eject” icon within your operating system. To ensure no data is corrupted, we recommend using
‘Safely Remove Hardware/Eject’.
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3. Unlocking the diskAshur?

The diskAshur? can be unlocked with either an Admin or User PIN whilst in standby state (solid RED LED).

1. To unlock as the Administrator, enter the Admin PIN and press the “UNLOCK” button.

2. To unlock as a User, first press the “UNLOCK” button (all LEDs, 8 &8 B blink on and off) and then enter the User
PIN and press the “UNLOCK” button again.

3. If correct User PIN is entered, both GREEN and BLUE LEDs will blink alternately and then return to a solid GREEN LED.

4. If correct Admin PIN is entered, both GREEN and BLUE LEDs will blink alternately, then to a solid BLUE for 1 second and
then to the unlocked state, a solid GREEN LED.

ﬁ/l If correct PIN is entered, the drive displays as “iStorage diskAshur? USB Device” under “Computer Management/Device
anager”.

Inan unlocked state (GREEN LED), there are two possible behaviours for the LED indicators, shown in the table below.

RED GREEN BLUE | diskAshur?

Off Solid Off No data transfer
Off Blink Off Data transfer in progress

4. Locking the diskAshur?

To lock the drive, press the “LOCK” button once or by clicking the ‘Safely Remove Hardware/Eject’ icon within your operating
system. If data is still being written to the drive, please wait until all data has been written to the drive before pressing the
‘LOCK’ button or safely ejecting from the Operating System. When the unattended Auto-Lock timeout is activated, the drive
will automatically lock after a predetermined amount of time.

( Al Note: The diskAshur? cannot be recognized by the operating system in standby state. )

9. Entering Admin Mode

To enter the Admin Mode, do the following:

1. In standby state (solid RED LED), press and hold

@8 | Solid RED LED will change to blinking GREEN
down “UNLOCK + 1” buttons o=

and BLUE LEDs

GREEN and BLUE LEDs blink rapidly together
2. Enter the Admin PIN (default - 11223344) and press | &5 for a few seconds then to a solid GREEN and
“UNLOCK" button . finally a solid BLUE LED indicating the
diskAshur? is in “Admin Mode”

To exist Admin mode, press the “LOCK” button.
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6. Changing the Admin PIN

PIN requirements:

e Must be between 7-15 digits in length
e Must not contain only repetitive numbers, ¢.g. (3-3-3-3-3-3-3)
e Must not contain only consecutive numbers, e.g. (1-2-3-4-5-6-7), (7-8-9-0-1-2-3-4), (7-6-5-4-3-2-1)

Password Tip: You can create a memorable word, name, phrase or any other Alphanumerical PIN combination
by simply pressing the key with the corresponding letters on it.

Examples of these types of Alphanumerical PINs are:

e For “Password” you would press the following keys:
7 (pars) 2 (abc) 7 (pars) 7 (pars) 9 (wxyz) 6 (mno) 7 (pars) 3 (def)

e For “iStorage” you would press:
4 (ghi) 7 (pars) 8 (tuv) 6 (mno) 7 (pars) 2 (abc) 4 (ghi) 3 (def)

Using this method, long and easy to remember PINS can be created.

To create a PIN using additional combinations, press and hold down the SHIFT button whilst enterin

; Note: The SHIFT key can be used for additional combinations. SHIFT + 1 is a separate value than just 1.
dundl g
S your 7-15 digit PIN. e.g. SHIFT + 26756498.

To change the Admin PIN, first enter the “Admin Mode” as described in section 5. Once the drive is in Admin Mode
(solid BLUE LED) proceed with the following steps.

1. In Admin mode, press and hold down B - @8 | Solid BLUE LED will change to blinking GREEN
“UNLOCK + 2" buttons g |andsolid BLUE LEDs
- - Blinking GREEN and solid BLUE LEDs will
2. Enter NEW Admin PIN and press “UNLOCK” button > switch to a single GREEN LED blink and then
= B9 | back to blinking GREEN and solid BLUE LEDs
) . ; , Blinking GREEN and solid BLUE LEDs change
guﬁgne”ter the NEW Admin PIN and press "UNLOCK" | g o |t0@rapidly biinking BLUE LED and finally to 2
m solid BLUE LED indicating the Admin PIN has
been successfully changed
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7. Setting a User PIN Policy

The Administrator can set a restriction policy for the User PIN. This policy includes setting the minimum length of the PIN
(from 7 to 15 digits), as well as requiring or not the input of a 'Special Character'. The “Special Character” functions as
'Shift + digit'.

To set a User PIN Policy (restrictions) you will need to enter 3 digits, for instance '091", the first two digits (09) indicate
the minimum PIN length (in this case, 9) and the last digit (1) denotes that a 'Special Character' must be used, in other
words 'Shift + digit'. In the same way, a User PIN Policy can be set without the need of a 'Special Character', for instance
'120', the first two digits (12) indicate the minimum PIN length (in this case,12) and the last digit (0) meaning no Special
Character is required.

Once the Administrator has set the User PIN Policy, for instance '091', a new User PIN will need to be created. If the
Administrator creates the User PIN as '247688314' with the use of a 'Special Character' (Shift+digit), this can be
placed anywhere along your 7-15 digit PIN during the process of creating the User PIN as shown in the examples below.

A. ‘Shift+2','4'7, 6", '8, '8, '3, "1 '4,
B. 2,4 'Shift+7,'6','8, '8 3,1, 4,
C. 2,'4,7,6,'8,'8,6'3, "1 Shift + 4
4 )
1 Note:

@& e [fa'Special Character' was used during the creation of the User PIN, for instance, example ‘A" above, then
the drive can only be unlocked by entering the PIN with the 'Special Character' entered precisely in the order
created, as per example ‘A" above - (‘Shift + 2','4','7','6','8', '8','3', 1", '4").

e Users are able to change their PIN but are forced to comply with the set ‘User PIN Policy' (restrictions), if
and when applicable.

e Setting a new User PIN Policy will automatically delete the User PIN if one exists.

e This policy does not apply to the ‘Self-Destruct PIN'. The complexity setting for the Self-Destruct PIN and
Admin PIN is always 7-15 digits, with no special character required.
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To set a User PIN Policy, first enter the “Admin Mode” as described in section 5. Once the drive is in Admin Mode
(solid BLUE LED) proceed with the following steps.

1. In Admin mode, press and hold down = @8 | Solid BLUE LED will change to blinking GREEN
“UNLOCK + 7" buttons *” @m |and solid BLUE LEDs
2. Enter your 3 digits, remember the first two digits o . .
denote minimum PIN length and last digit (0 or 1) - > - Bllnlfmg GREFNkand solid BLUE LEDs will
whether or not a special character has been used. . mm | continue to blin
- Blinking GREEN and Solid BLUE will change to
. . Y => @8 |asolid GREEN LED and finally to a solid BLUE
3. Press the "SHIFT" button ‘¥ once . LED indicating the User PIN Policy has been
successfully set.

8. How to check the User PIN Policy

The Administrator is able to check the User PIN Policy and can identify the minimum PIN length restriction and whether or
not the use of a Special Character has been set by noting the LED sequence as described below.

To check the User PIN Policy, first enter the “Admin Mode” as described in section 5. Once the drive is in Admin Mode
(solid BLUE LED) proceed with the following steps.

1. In Admin mode press and hold down
SHIFT (4)+ 7’

2. Press the “UNLOCK” button and the following happens;

Solid BLUE LED will change to blinking GREEN

[ ]
B8 = =m |and BLUE LEDs

a. All LED’s (RED, GREEN & BLUE) become solid for 1 second.
b. ARED LED blink equates to ten (10) units of a PIN.

c. Every GREEN LED blink equates to a single (1) unit of a PIN
d. ABLUE blink indicates that a ‘Special Character' was used.
e. All LED’s (RED, GREEN & BLUE) become solid for 1 second.
f. LEDs return to solid BLUE

The table below describes the LED behaviour whilst checking the User PIN Policy, for instance if you have set a 12 digit User
PIN with the use of a Special Character, the RED LED will blink once (1) and the GREEN will blink twice (2) followed by a
single BLUE LED blink indicating that a Special Character must be used.

PIN Description 3 digit Setup RED GREEN BLUE
12 digit PIN with use of a Special Character 121 1 Blink 2 Blinks 1 Blink
12 digit PIN with NO Special Character used 120 1 Blink 2 Blinks 0
9 digit PIN with use of a Special Character 091 0 9 Blinks 1 Blink
9 digit PIN with NO Special Character used 090 0 9 Blinks 0
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9. Adding a new User PIN in Admin Mode

To add a New User, first enter the “Admin Mode” as described in section 5. Once the drive is in Admin Mode

(solid BLUE LED) proceed with the following steps.

1. In Admin mode, press and hold down

Solid BLUE LED will change to blinking GREEN

[
“UNLOCK + 3 buttons B8 > = |and solid BLUE LEDs
- gm | Blinking GREEN and solid BLUE LEDs will
2. Enter New User PIN and press “UNLOCK” button = switch to a single GREEN LED blink and then
- B9 | backto blinking GREEN and solid BLUE LEDs
3. Re-gnter the New User PIN and press “UNLOCK” - GREEN LED rapidly blinks for a few seconds
button - => [ |thenchanges to a solid BLUE LED indicating the

User PIN has been successtully created

10.

Changing the User PIN in Admin Mode

To change an existing User PIN, first enter the “Admin Mode” as described in section 5. Once the drive is in Admin

Mode (solid BLUE LED) proceed with the following steps.

1. In Admin mode, press and hold down = B8 | Solid BLUE LED will change to blinking GREEN
“UNLOCK + 3" buttons *” mm |andsolid BLUE LEDs
- gm | Blinking GREEN and solid BLUE LEDs will
2. Enter New User PIN and press “UNLOCK” button = > switch to a single GREEN LED blink and then
@8 B pack to blinking GREEN and solid BLUE LEDs
3. Re-enter the New User PIN and press “UNLOCK” - GREEN LED rapidly blinks for a few seconds
button - => [ |thenchanges toasolid BLUE LED indicating the

User PIN has been successfully changed

11. Deleting the User PIN in Admin Mode

To delete a User PIN, first enter the “Admin Mode” as described in section 5. Once the drive is in Admin Mode

(solid BLUE LED) proceed with the following steps.

1. In Admin mode, press and hold down “SHIFT + 3"

Solid BLUE LED will change to blinking RED

buttons B> |
Blinking RED LED will change to solid RED
2. Press and hold down “SHIFT + 3” buttons again. B -> @ |LEDandthentoasolid BLUE LED indicating

the User PIN was successfully deleted
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12. Set Read-Only in Admin Mode

Important: If data has just been copied to the diskAshur?, make sure to properly disconnect the drive
first by clicking ‘Safely Remove Hardware/Eject’ the diskAshur? from the Operating System before
reconnecting and setting the diskAshur? as ‘Read-Only/Write-Protect’.

)
P
i_

—

When Admin writes content to the diskAshur? and restricts access to read-only, the User cannot change this setting in User
mode. To set the diskAshur? to Read-Only, first enter the “Admin Mode” as described in section 5. Once the drive is in
Admin Mode (solid BLUE LED) proceed with the following steps.

1. In Admin mode, press and hold down “7 + 6" - Solid BLUE LED will change to blinking GREEN
buttons. (7=Read + 6=0nly) B® |and BLUE LEDs
o GREEN and BLUE LEDs will change to a solid
2. Release 7+6 buttons and press “UNLOCK” = => B8 | GREEN LED and then to a solid BLUE LED
indicating the drive is configured as Read-Only

13. Enable Read/Write in Admin Mode

To set the diskAshur? to Read/Write, first enter the “Admin Mode” as described in section 5. Once the drive is in
Admin Mode (solid BLUE LED) proceed with the following steps.

1. In Admin mode, press and hold down “7 + 9" @ | Solid BLUE LED will change to blinking GREEN
buttons. (7=Read + 9=Write) B9 > o |and BLUE LEDs
. GREEN and BLUE LEDs change to a solid
2. Release 7+9 buttons and press “UNLOCK” = => @8 [ GREEN LED then to asolid BLUE LED
indicating the drive is configured as Read/Write

14. How to create a Self-Destruct PIN

The self-destruct feature allows you to set a PIN which can be used to perform a crypto-erase on the entire drive.

When used, the self-destruct PIN will delete ALL data, Admin/User PINs and then unlock the drive. Activating this
feature will cause the Self-Destruct PIN to become the new User PIN and the diskAshur? will need to be partitioned

and formatted before any new data can be added to the drive.

To set the Self-Destruct PIN, first enter the “Admin Mode” as described in section 5. Once the drive is in Admin Mode
(solid BLUE LED) proceed with the following steps.

1. In Admin mode, press and hold down - B | Solid BLUE LED will change to blinking GREEN
“UNLOCK + 6” buttons m |and solid BLUE LEDs
. Blinking GREEN and solid BLUE LEDs will
. . [ [
e 2 110 dgit Sef-Destruct PINand press e\ =, = it to a single GREEN LED blnk and ten
B8 B 1pack to blinking GREEN and solid BLUE LEDs
GREEN LED will rapidly blink for several
« . - seconds and then changes to a solid BLUE LED
3. Re-enter the PIN and press the “UNLOCK" button - B |4 indicate the Self-Destruct PIN has been
successfully configured
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15. How to Delete the Self-Destruct PIN

To delete the Self-Destruct PIN, first enter the “Admin Mode” as described in section 5. Once the drive is in Admin Mode
(solid BLUE LED) proceed with the following steps.

1. In Admin mode, press and hold down
“SHIFT + 6” buttons

Solid BLUE LED will change to a blinking RED
LED

Blinking RED LED will become solid and then
2. Press and hold down “SHIFT + 6” buttons again EE =-> B (change toasolid BLUE LED indicating the
Self-Destruct PIN was successfully deleted

16. How to Unlock with the Self-Destruct PIN

When used, the self-destruct PIN will delete the encryption key, ALL data, Admin/User PINs and then unlock the
drive. Activating this feature will cause the Self-Destruct PIN to hecome the new User PIN and the diskAshur? will
need to be partitioned and formatted before any new data can be added to the drive.

B - I

To activate the Self-Destruct mechanism, the drive needs to be in the standby state (solid RED LED) and then proceed with the
following steps.

RED LED switches to all LEDs, RED, GREEN &

1. In standby state, press the “UNLOCK” button ;- I BLUE blinking on and off

RED, GREEN and BLUE blinking LEDs will

2. Enter the Self-Destruct PIN and press the change to GREEN and BLUE LEDs alternating

“UNLOCK" button on and off for approximately 15 seconds and
. finally shifts to a solid GREEN LED

[ Important: When the Self-Destruct mechanism is activated, all data, the encryption key and the Admin/User\
| PINs are deleted. The Self-Destruct PIN becomes the User PIN. No Admin PIN exists
A after the Self-Destruct mechanism is activated. The diskAshur?will need to be reset (see ‘How to
perform a complete reset’ Section 26, on page 17) first in order to create an Admin PIN with full
L Admin privileges including the ability to create a User PIN. )
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17. How to Create an Admin PIN after a Brute Force attack or Reset

It will be necessary after a Brute Force attack or when the diskAshur? has been reset to create an Admin PIN before the drive
can be used. If the drive has been brute forced or reset, the drive will be in a standby state (solid RED LED). to create an
Admin PIN proceed with the following steps.

PIN requirements:

Must be between 7-15 digits in length
Must not contain only repetitive numbers, e.g. (3-3-3-3-3-3-3)
e Must not contain only consecutive numbers, e.g. (1-2-3-4-5-6-7), (7-8-9-0-1-2-3-4), (7-6-5-4-3-2-1)

( Note: The SHIFT key can be used for additional combinations. SHIFT + 1 is a separate value than just 1. A
*__Lh To create a PIN using additional combinations, press and hold down the SHIFT button whilst entering
\ your 7-15 digit PIN. e.g. SHIFT + 26756498. )
1. In Standby state, press and hold down I @8 | Solid RED LED will change to blinking GREEN
“Shift + 1" buttons g | and solid BLUE LEDs
- g | Blinking GREEN and solid BLUE LEDs will
2. Enter NEW Admin PIN and press “UNLOCK” button - switch to a single GREEN LED blink and then
B8 B | pack to blinking GREEN and solid BLUE LEDs
Blinking GREEN LED and solid BLUE LED
3. Re-enter the NEW Admin PIN and press “UNLOCK’ | T8 -~ = change to BLUE LED rapidly blinking for a few
button ] seconds and then to a solid BLUE LED indicat-
ing the Admin PIN was successfully configured.

18. Setting the Unattended Auto-Lock Clock

To protect against unauthorised access if the drive is unlocked and unattended, the diskAshur? can be set to
automatically lock after a pre-set amount of time. In its default state, the diskAshur? Unattended Auto Lock feature is turned
off. The Unattended Auto Lock can be set to activate between 5 - 99 minutes.

To set the Unattended Auto Lock, first enter the “Admin Mode” as described in section 5. Once the drive is in Admin
Mode (solid BLUE LED) proceed with the following steps.

1. In Admin mode, press and hold down - e B8 | Solid BLUE LED will change to blinking GREEN
“UNLOCK + 5" buttons mm |[and BLUE LEDs
2. Enter the amount of time that you would like to set the Auto-Lock timeout feature for, the minimum time that can be set is

5 minutes and the maximum being 99 minutes (5-99 minutes). For example enter:

05 for 5 minutes
20 for 20 minutes
99 for 99 minutes

Blinking GREEN and BLUE LEDs will change to
a solid GREEN for a second and then finally to a
solid BLUE LED indicating the Auto-Lock time
out is successfully configured

3. Press the “SHIFT” button - = W
o
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19. Turn off the Unattended Auto-Lock Clock

To turn off the Unattended Auto Lock, first enter the “Admin Mode” as described in section 5. Once the drive is in Admin
Mode (solid BLUE LED) proceed with the following steps.

1. In Admin mode, press and hold down . e &8 | Solid BLUE LED will change to blinking GREEN
“UNLOCK + 5" buttons @® |and BLUE LEDs
Blinking GREEN and BLUE LEDs will change to
2. Enter “00” and press the “SHIFT” button . - mm |2 solid GREEN for a second and then finally to a
[ ] solid BLUE LED indicating the Auto-Lock time
out has been successfully switched off

20. How to check the Unattended Auto-Lock Clock

The Administrator is able to check and determine the length of time set for the unattended auto-lock clock by simply noting
the LED sequence as described on the table at the bottom of this page.

To check the unattended auto-lock, first enter the “Admin Mode” as described in section 5. Once the drive is in Admin
Mode (solid BLUE LED) proceed with the following steps.

1. In Admin mode press and hold down
SHIFT (4)+5’

2. Press the “UNLOCK” button and the following happens;

Solid BLUE LED will change to blinking GREEN

[ ]
B =~ mm |and BLUE LEDs

. All LED’s (RED, GREEN & BLUE) become solid for 1 second.
. Each RED LED blink equates to ten (10) minutes.

. Every GREEN LED blink equates to one (1) minute.

. All LED’s (RED, GREEN & BLUE) become solid for 1 second.
. LEDs return to solid BLUE

D O O T

The table below describes the LED behaviour whilst checking the unattended auto-lock, for instance if you have set the drive
to automatically lock after 26 minutes, the RED LED will blink twice (2) and the GREEN LED will blink six (6) times.

Auto-Lock in minutes RED GREEN
8 minutes 0 8 Blinks
15 minutes 1 Blink 5 Blinks
26 minutes 2 Blinks 6 Blinks
40 minutes 4 Blinks 0
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21. How to Unlock diskAshur? with User PIN
|

1. In a standby state (solid RED LED) Press the eg— RED LED switches to all LEDs, RED, GREEN &
“UNLOCK" button BLUE blinking on and off
o
RED, GREEN and BLUE blinking LEDs will
. change to alternating GREEN and BLUE LEDs
2. Enter User PIN and press the “UNLOCK” button W => @ |thento arapidly blinking GREEN LED and
s finally shifts to a solid Green LED indicating
drive successfully unlocked in User mode

22. Changing the User PIN in User Mode

To change the User PIN, first unlock the diskAshur? with a User PIN as described above in section 21. Once the drive is in
User Mode (solid GREEN LED) proceed with the following steps.

Solid GREEN LED will change to a blinking

1. In User mode press and hold down “UNLOCK + 4" | mm = CREEN LED and a solid BLUF LED

(|

[

gm | Blinking GREEN and solid BLUE LEDs will
switch to a single GREEN LED blink and then

& | back to blinking GREEN and solid BLUE LEDs

Blinking GREEN and solid BLUE LEDs will

switch to a rapidly blinking GREEN LED and

then to a solid GREEN LED indicating

successtul User PIN change

]
2. Enter New User PIN and press the “UNLOCK” button - >

3. Re-enter New User PIN and press the “UNLOCK”
button
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23. Set Read-Only in User Mode

first by clicking ‘Safely Remove Hardware/Eject’ the diskAshur? from the Operating System before

Important: If data has just been copied to the diskAshur?, make sure to properly disconnect the drive
- reconnecting and setting the diskAshur? as ‘Read-Only/Write-Protect’.

To set the diskAshur? to Read-Only, first enter the “User Mode” as described in section 21. Once the drive is in User Mode
(solid GREEN LED) proceed with the following steps.

1. In User mode, press and hold down “7 + 6" m B® | Solid GREEN LED will change to blinking
buttons. (7=Read + 6=0nly) = | GREEN and BLUE LEDs
— GREEN and BLUE LEDs will change to a solid
2. Release 7+6 buttons and press “UNLOCK” => B | GREEN LED indicating the drive is configured
= as Read-Only
4 _ L _ . A
Note: 1. This setting is activated the next time the drive is unlocked.
. 2. Ifa User set the drive as Read-Only, Admin can override it by setting the drive as Read/Write in
— Admin mode.
L 3. If Admin set the drive as Read-Only, the User cannot set the drive as Read/Write y

24. Enable Read/Write in User Mode

To set the diskAshur? to Read/Write, first enter the “User Mode” as described in section 21. Once the drive is in User
Mode (solid GREEN LED) proceed with the following steps.

1. In User mode, press and hold down “7 + 9” = e Solid GREEN LED will change to blinking
buttons. (7=Read + 9=Write) GREEN and BLUE LEDs
o GREEN and BLUE LEDs will change to a solid
2. Release 7+9 buttons and press “UNLOCK” => B8 | GREEN LED indicating the drive is configured
e :
as Read/Write
(" L . o A
Note: 1. This setting is activated the next time the drive is unlocked.
. 2. If a User set the drive as Read-Only, Admin can override it by setting the drive as Read/Write in
s Admin mode.
L 3. If Admin set the drive as Read-Only, the User cannot set the drive as Read/Write y
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25. Brute Force Protection

If an incorrect PIN is entered 15 (3 x 5 PIN clusters) consecutive times, then all Admin/User PINSs, the encryption key and all
data will be deleted and lost forever. The diskAshur? will then need to be formatted and partitioned before it can be reused.

1. Ifa PIN is entered incorrectly 5 (five) consecutive times, all LEDs - RED, GREEN, BLUE will light up and become solid.

2. Unplug the drive and re-plug it into the host to get five more PIN attempts. If PIN is incorrectly entered 5 more times, (10
in total - 5 from step 1 and 5 from step 2) all LEDs - RED, GREEN, BLUE will light up and become solid again.

3. Unplug the drive, hold down the “SHIFT" button and replug it into the host, all LEDs - RED, GREEN, BLUE will light up
and blink together.

4. With all LEDs blinking, enter “47867243” and press the “UNLOCK” button to get 5 final attempts.

Caution:  After 15 consecutive incorrect PIN entries the Brute Force Defence Mechanism activates and deletes
all Admin/User PINs, the encryption key and data. A new Admin PIN must be created, refer to Section
17 on page 13 on ‘How to Create an Admin PIN after a Brute Force attack or Reset’, the diskAshur? will
also need to be partitioned and formatted before any new data can be added to the drive.

26. How to perform a complete reset

To perform a complete reset, the diskAshur? must be in a standby state (solid RED LED). Once the drive is reset then all
Admin/User PINs, the encryption key and all data will be deleted and lost forever and the drive will need to be formatted and
partitioned before it can be reused.

To reset the diskAshur? proceed with the following steps.

mm | Solid RED LED will change to all LEDs, RED,
BB -> B | GREEN and BLUE blinking alternately on and
B |off

RED, GREEN and BLUE alternating LEDs will

1. In standby state, press and hold down “0” button
until all LEDs blink alternately on and off

2. Press and hold down “2 + 7” buttons until all LEDs : - EE change to all solid for a second and then to a
become solid for a second and then to a solid RED LED - solid RED LED indicating the drive has been
reset
4 . .
Important: After a complete reset a new Admin PIN must be created, refer to Section 17 on page 13 on ‘How to
o8 Create an Admin PIN after a Brute Force attack or Reset’, the diskAshur? will also need to be
9 it partitioned and formatted before any new data can be added to the drive. )
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27. Initialising and formatting the diskAshur?

After a ‘Brute Force Attack’ or a complete reset of the diskAshur? will delete all data, encryption key and partition settings.
You will need to initialise and format the diskAshur? before it can be used.

To initialise your diskAshur?, do the following:

1. Attach the diskAshur? to the computer.

2. Create a new Admin PIN - see page 13, section 17, ‘How to create an Admin PIN after a Brute Force attack or reset’.
3. With the diskAshur? in standby state (RED LED) enter New Admin PIN to unlock (GREEN LED).

4. Windows 7: Right click Gomputer and then click Manage and then select Disk Management

Windows 8: Right-click left corner of desktop and select Disk Management
Windows 10: Right click on the start button and select Disk Management

5. Inthe Computer Manage window, click Disk Management. In the Disk Management window, the diskAshur? is
recognised as an unknown device that is uninitialised and unallocated.

( /1. Note: If the Initialise Disk Wizard window opens, click Cancel. )

6.  Right-click Unknown Disk, and then select Initialise Disk.
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7. Inthe Initialise Disk window, click OK.
[ Srarsatize Dick =

You must intialize a disk before Logical Disk Manager can access it
Select disks:
vl Disk 5

Use the following partition style for the selected disks:

(@ MER {Master Boot Record)
{©) GPT (GUID Partition Table)

Mote: The GFT partition style is not recognized by all previous versions of
Windows. It is recommended for disks larger than 2TB, or disks used on
tanium-based computers.

[ ok ][ Cancel

8. Right-click in the blank area under the Unallocated section, and then select New Simple Volume. The Welcome to
the New Simple Volume Wizard window opens.

Mew Simpile Velume Wizard i

Welcome to the New Simple
Volume Wizand

Thak wizard Felips you crtala & Bimpie wolune on & dell
A b okt Can orily be on & single ek

Te cortrnm_ chch M

9. Click Next.

10. If you need only one partition, accept the default partition size and click Next.
11, Assign a drive letter or path and click Next.

12.  Create a volume label, select Perform a quick format, and then click Next.
13. Click Finish.

14, Wait until the format process is complete. The diskAshur? will be recognised and it is available for use.
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28. diskAshur? Setup for Mac 0S

Your diskAshur? is preformatted in NTFS for Windows. To reformat the drive to a Mac compatible format please read below.
Once the drive is unlocked, open Disk Utility from Applications/Utilities/Disk Utilities.

To format the diskAshur?:

1. Select diskAshur? from the list of drives and volumes. Each drive in the list will display its capacity, manufacturer, and
product name, such as ‘iStorage diskAshur? Media' or 232.9 diskAshur?.

L] o Rl

Miwin Sy i
w O ARRLIHIE HTHE. s

Storage dEskAshur Pro? Media
[FETRR h 2y ; y

| AP O T

"8 i iStorage diskAshur Proz Modia

e

figure 1

3. Enter a name for the drive (figure 2). The default name is Untitled. The name of the drive will eventually appear on the
desktop.

I"E! ' Erase “iStorage diskAshur PRO2 Media”?

- ] Erasing “iSterage diskAshur Pro2 Media® will destroy of all
the data stored on it. Enter a name, choose a partition map
and format.

Name: |[GTSKASHU Pro2
Format: OS X Extended (Journaled)

Scheme GUID Partition Map

(<0 <}l

Cancel .— ﬁﬁi
figure 2
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4. Select a scheme and volume format to use. The Volume Format dropdown menu (figure 3) lists the available drive formats
that the Mac supports. The recommended format type is ‘Mac OS Extended (Journaled).” The scheme format dropdown menu
lists the available schemes to use (figure 4). We recommend using ‘GUID Partition Map’ on drives larger than 2TB.

= JE N

- e — - e g desl Aabop Pral B

Tren oy ' rage dridden ol Bider” ¥ eyl |
Ol Wadeted ro P v gt F g g mwe e

[ S miiater

figure 3

Erase “iStorage diskAshur Pro2 Media”?

==
E Erasing "iStorage diskAshur Pro2 Media" will destroy of all

the data stored on it. Enter a name, choose a partition map
—— and format.

Name: disk_Ashur__ProZ
Farmat: OS X Extended (Journaled) _ﬁ

I GUID Partition Map
Master Boot Record

Apple Partition Map ﬁ,; o

figure 4

5. Click the ‘Erase’ button. Disk Utility will unmount the volume from the desktop, erase it, and then remount it on the
desktop.

www.istorage-uk.com






. iStorage®
disk&ishur? 9
29. diskAshur? Setup for Linux (Ubuntu 14.04)

If your diskAshur? has been initialised and formatted in NTFS for Windows, you can directly use the drive on Ubuntu.
If not, please read below.

To format the diskAshur? as FAT file system
1. Open ‘Unity Dash’ and type ‘Disks’ in the search box. Click on the ‘Disks’ utility when displayed.

JAsoOme,

2. Click to select the drive (500 GB Hard Disk) under ‘Devices’. Next click on the gears icon under ‘Volumes’ and then click
on ‘Format’.

3. Select ‘Compatible with all systems and devices(FAT)' for the Type’ option. And enter a name for the drive,
e.g: diskAshur®. Then, click the ‘Format’ button.
_
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4. Click ‘Format’ again.

Q Are you ture you wank to format the velume?

Tige ity ¢ abamrmag be roegmie. sellar grer aws g your abd oo spure e deid, g [

AMecee Dovices

5. The drive will start to be formatted.

500 GI Hard Disk ;
el L

6. After the format process is finished, click | ® to mount the drive to Ubuntu.

ok En b
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7. Now the drive should be mounted to Ubuntu and ready to use.

=T ey Volamas

8. Adisk icon will be shown as seen in the image below. You can click the disk icon to open your drive.

FY

=
B
B

Lock diskAshur? for Linux (Ubuntu 14.04)
It is strongly recommended to right click your drive icon and then click ‘Safely remove’ in the OS to eject (lock) your
diskAshur?, especially after data has been copied or deleted from the drive.

diskAshur PRO2
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30. Hibernating or Logging off from the 0

Be sure to save and close all the files on your diskAshur? before hibernating, suspending, or logging off from the
operating system.

It is recommended that you lock the diskAshur? manually before hibernating, suspending, or logging off from your
system.

To lock, simply press the ‘LOCK’ button on the diskAshur? or by clicking the ‘Safely Remove Hardware/Eject’ icon within your
operating system.

¥a b Attention: To ensure your data is secure, be sure to lock your diskAshur? if you are away from your
B computer.

31. How to check Firmware in Admin mode

To check the firmware revision number, first enter the “Admin Mode” as described in section 5. Once the drive is in Admin
Mode (solid BLUE LED) proceed with the following steps.

1. In Admin mode press and hold down “3 + 8" until
GREEN and BLUE LEDs blink together

2. Press the “UNLOCK” button and the following happens;

Solid BLUE LED will change to blinking GREEN

o
"9 ™" = |and BLUE LEDs

a. All' LED's (RED, GREEN & BLUE) become solid for 1 second.

b. RED LED blinks indicating the integral part of the firmware revision number.
¢. GREEN LED blinks indicating the fractional part.

d. Al LED's (RED, GREEN & BLUE) become solid for 1 second.

e. LEDs return to solid BLUE

For example, if the firmware revision number is ‘1.2’ the RED LED will blink once (1) and the GREEN LED will blink two (2)
times. Once the sequence has ended the RED, GREEN & BLUE LED’s will blink together once and then return to a solid BLUE
LED.
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32. How to check Firmware in User Mode

To check the firmware revision number, first enter the “User Mode” as described in section 21. Once the drive is in User
Mode (solid GREEN LED) proceed with the following steps.

1. In User mode press and hold down “3 + 8” until m @8 | Solid GREEN LED will change to blinking
GREEN and BLUE LEDs blink together mm | GREEN and BLUE LEDs
2. Press the “UNLOCK” button and the following happens;

. Al LED’s (RED, GREEN & BLUE) become solid for 1 second.

. RED LED blinks indicating the integral part of the firmware revision number.
. GREEN LED blinks indicating the fractional part.

. Al LED's (RED, GREEN & BLUE) become solid for 1 second.

. LEDs return to solid GREEN

D O O T

For example, if the firmware revision number is 1.2", the RED LED will blink once (1) and the GREEN LED will blink two (2)
times. Once the sequence has ended the RED, GREEN & BLUE LED's will blink together once and then return to a solid BLUE
LED.
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33. Technical Support

iStorage provides the following helpful resources for you:

iStorage’s Website
https://www.istorage-uk.com

E-mail correspondence
support@istorage-uk.com

Telephone support with our Technical Support Department on +44 (0) 20 8991-6260.
iStorage’s Technical Support Specialists are available from 9:00 a.m. to 5:30 p.m.
GMT - Monday through Friday

34. Warranty and RMA information

Two Year Warranty:

iStorage offers a 2-year warranty on the iStorage diskAshur? against defects in materials and workmanship under
normal use. The warranty period is effective from the date of purchase either directly from iStorage or an authorised reseller.

Disclaimer and terms of warranty:

THE WARRANTY BECOMES EFFECTIVE ON THE DATE OF PURCHASE AND MUST BE VERIFIED WITH YOUR SALES RECEIPT OR INVOICE DISPLAYING THE DATE OF PRODUCT
PURCHASE.

ISTORAGE WILL, AT NO ADDITIONAL CHARGE, REPAIR OR REPLACE DEFECTIVE PARTS WITH NEW PARTS OR SERVICEABLE USED PARTS THAT ARE EQUIVALENT TO NEW IN
PERFORMANCE. ALL EXCHANGED PARTS AND PRODUCTS REPLACED UNDER THIS WARRANTY WILL BECOME THE PROPERTY OF ISTORAGE.

THIS WARRANTY DOES NOT EXTEND TO ANY PRODUCT NOT PURCHASED DIRECTLY FROM ISTORAGE OR AN AUTHORIZED RESELLER OR TO ANY PRODUCT THAT HAS BEEN
DAMAGED OR RENDERED DEFECTIVE: 1. AS ARESULT OF ACCIDENT, MISUSE, NEGLECT, ABUSE OR FAILURE AND/OR INABILITY TO FOLLOW THE WRITTEN INSTRUCTIONS
PROVIDED IN THIS INSTRUCTION GUIDE: 2. BY THE USE OF PARTS NOT MANUFACTURED OR SOLD BY ISTORAGE; 3. BY MODIFICATION OF THE PRODUCT; OR 4. AS A RESULT
OF SERVICE, ALTERNATION OR REPAIR BY ANYONE OTHER THAN ISTORAGE AND SHALL BE VOID. THIS WARRANTY DOES NOT COVER NORMAL WEAR AND TEAR.

NO OTHER WARRANTY, EITHER EXPRESS OR IMPLIED, INCLUDING ANY WARRANTY OR MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE, HAS BEEN OR WILL BE
MADE BY OR ON BEHALF OF ISTORAGE OR BY OPERATION OF LAW WITH RESPECT TO THE PRODUCT OR ITS INSTALLATION, USE, OPERATION, REPLACEMENT OR REPAIR.
ISTORAGE SHALL NOT BE LIABLE BY VIRTUE OF THIS WARRANTY, OR OTHERWISE, FOR ANY INCIDENTAL, SPECIAL OR CONSEQUENTIAL DAMAGE INCLUDING ANY LOSS OF
DATA RESULTING FROM THE USE OR OPERATION OF THE PRODUCT, WHETHER OR NOT ISTORAGE WAS APPRISED OF THE POSSIBILITY OF SUCH DAMAGES.
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